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1.7 Terminology
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2 Configuring the ESX Server

2.1 Configuring SysLog

Step Action/Outcome Reference
()8 B &
( + 1 e 0g.CO
( S 1 # Send All Traps to SCOM2007
* ¥ @SCOMRMS.COM

OCF4 1 $

+ 0 O)&. #service syslog restart

- 8 ().H 1 & #tall /var/log/messages

See Appendix A for details of syslog.conf configurations.

2.2 Testing SysLog Configuration

Step Action/Outcome Reference

» (0 #logger —p ftp.wa 0 a te
a g fro erve

8 () 1 #tail —f /var/log/messages

8 ()1 #esxcfg-firewall —q | grep 514

+ & 11 #esxcfg-firewall —o 514,udp,out,syslog

- 8 #netstat — an

Proto Local Ad dress Foreign Address
UDP 000.0.0.0:514 0.0.0.0:*
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2.3 Configure SNMP Trap to be sent to RMS.

Step Action/Outcome Reference
( 11 H e D nd.co
4 1
0 #
&
( 1
09
2 A @ : 1
5 & 1
G& G& G&
" 0 #service snmpd restart
+ ( F 01 firewall —e snmpd
- ' 1& 2#3 1

#snmpwalk -v 1 -c public localhost

system
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3 Discovering ESX Servers in SCOM

Step Action/Outcome Reference
7 %+ 0 (
E‘EI Operations Console
8 12 e s At =
@ Administration
oF 12 Administration Adminisi
S — :
+ <2 5| [ Device Ma I:ﬂ Discovery \Wizard % |
? r:anaf 'fhl; Create Management Pack
m Agent|
i.'fi-' Agent] ﬁij‘ Import Management Packs., ..
‘.3; r::;ginn AL Mew User Role b
'a:ﬁ Settings ﬂ Create Run &s Account, .,
=l (5) Security N
Ia LIseerQﬁ" reate Run As Profile. ..
i—l 2"'” 25 l&] Mew Mokification Recipient
; Run A
53. IManagemE ____'J Mew Motification Subscription
=l ] Motification
-rll Recipit g, Add Management Group
d__'j Subsc ;
il Connecked
HH Product Co ] Refresh i
| 12 22 +
@ Auto or Advanced?
-19 -

8

@ Help
Discovery Method choose automatic or advanced discovery

Select Objests to Manage

(" Automatic computer discovery

Surmary
Scans the "OBEAL" domain for &ll Windows-based computers.

& Advanced discavery

Allows you ta specify advanced discavery aptians and ssttings,

Camputer 8 Device Types:

Netwiork Devices -

Hote: You can configure how these objects wil be discovered, on the next screen(s)

Management Server

‘ Mext > SOOVES Cancel
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Step

Action/Outcome

Reference

H

" 122

- ( -

@ ) Discovery Progress

s =

aor ced? =
Auto o Advanced @ Help

Discovery Method Discovery is in progress

Selest Objeets to Wanage
Ploase wait while we discover computersfnetwork devices on your netwark, This may take
Summan same time depending an the size of your netwark,

Pragress:

| |

I\ Mote: To cancel discowery and clase this wizard click 'Cancel,

‘ sty | Diseove | cancel |

%

% Computer and Device Management Wizard u

@ ) Select Objects to Manage
==

Auto or ddvanced?

@ Help

Discavery Method

Discovery Results

The discovery process Found the following un-managed devicss.
Summary

Select the devices you want to manage:

10.81.0.114

Select All Deselect All
Proxy Agerk
B ol S | Change

AR \ Hest > i Caneel
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Step Action/Outcome Reference
E
3.1 Create a Management Pack for ESX
Step Action/Outcome Reference
%+ 0 (
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Step Action/Outcome Reference
+ 1 1
( %&
3.2 Create Group for ESX Servers
Step Action/Outcome Reference
%+ 0 (
1%
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Step Action/Outcome Reference
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Step

Action/Outcome

Reference
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4 SCOM SyslLog Configuration

4.1 Create VMWare ESX SysLog Alert Rule for Hardwar e
Monitoring

4.1.1 Example kern.crit

Step Action/Outcome Reference

7 %+ 0 (

+ , 9 0 Q(: 6
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Step Action/Outcome Reference
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4.1.2 Example daemon.err (Test with Dell Temperature Probe Trigger &

Alert)
Step Action/Outcome Reference
7 %+ 0 (
8 1%
0 F 7
+ , 9 0 Q(: 6
%+ ?1 @
# 3
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Step

Action/Outcome

Reference
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Step Action/Outcome Reference
8
A
! F ( %&*#1
RR 2
n 3
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4.2 Create VMWare ESX Alerts (Alert View)

Step Action/Outcome Reference
7 %+ 0 (
8 (

5 2 3
0 F ( %&
-1
!
+ H 1 H
2 ( %&1
1 (
%& %
4 0 +
8 1
4
4
8
4 1$0
8 1
4 -12.@
8
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5 SCOM SNMP Configurations
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5.1 Create ‘Trap Rule’ to capture Events from the h  ardware layer
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Step Action/Outcome Reference
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Step Action/Outcome Reference
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G& 0 G 75!

See Appendix B for a list of Common Enterprise OID’s.
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$ 1 L&

5.2 Create a ‘Trap Monitor’ for Alerting

2 G & & & J L&
1 &
Step Action/Outcome Reference
7 %+ 0 (
8 13
0 F (
D (_ >
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Step Action/Outcome Reference
+ ($ 2#3S4 6 ! S
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See Appendix C for more Expression examples.
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A & 8 -

5 G5 : 1 1 1
751@ 5 $ 4 5 4
1 83, 0 (
5 & 1 : 1l & 1
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5.3 Disable the Trap Rule

4 1 4
0 1 ()G ( %&%-(7 ( 4
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6 Configure usability
.&

6.1 Create Views

5 : 11" '
H#% () B, && 1& ()(:
% () : B4 & 1 & ()
H#% () (: B o1& O :

( & #% ()

6.1.1 VMWare ESX Servers (State View)
51 1

% ()1 # G8 ' 1
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6.1.2 VMWare ESX Environment (Diagram View)

51& : & 1
1&
Step Action/Outcome Reference
7 %+ 0 (
8 1%
0 F (
02 +7 0f
+ H 1 1
2 ( %& 02 +(
#
( %&%
3 #
1 +
# 3
( %&
8
2 A #3211 1
& 1
- $ ( &# =S( &
1 +
8
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Step Action/Outcome Reference

/ 1&

#l
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6.2 Create Tasks
6.2.1 Create task to run ‘PuTTY’

Step Action/Outcome Reference
! & &1 344A
&1&
H 5 : &
F 7
8
7 %+ 0 (
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Step Action/Outcome Reference
+ 8 4
2,
8
- H 1 1
4 G
#
%-(-19
8
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+K; 0 +- C

4 0O+ 01!$ 9
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6.2.2 Create task to run ‘Virtual Center 1.31’

Step Action/Outcome Reference
5 ' 8
& ' 8
7 %+ 0 (
8 1%
+ 8 4
2,
8
- H 1 1
4 #
#
%-(-19
8
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Step Action/Outcome Reference

/ H 101

F
5 F(I F(
Fo3 3

6.2.3 Create task to run ‘Virtual Center 2.02’

Step Action/Outcome Reference
! & &1 344A
&1&

H 5 : &
F 7
8

7 %+ 0 (
8 1%

+ 8 4
2,
8

H
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Step Action/Outcome Reference
- H 1 1
4 (t
#
%-(-!9
8

F
5 F(I F(
" FO03 3

6.2.4 Create task to run ‘WinSCP 4.03’

Step Action/Outcome Reference
! &% 83 &1&
H 5 : &
F 5 F%
7 8
7 %+ 0 (

*%
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Step Action/Outcome Reference
+ 8 4
2,

8
- H 1 1

4 % *.#

#
%-(-19
8

F
5 F % F 0*#3

3
C ; 0 +H+0AI%+ J%+
+IK; 0+ C
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6.3 Create Alerting
6.3.1 Create User Role — “WMWare ESX Operators”

Step Action/Outcome Reference
7 %+ 0 (
8 12
0 F 12
'D 7
0o >

( %&0
8 J
1 & &
8
. 'F 1 $# 9 =

& ( %&%
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Step Action/Outcome Reference
/ A & &
3440 &
&51& : 1 &
4 #
3 51& :
3 44A
8
'F
4 ( %&
8
E
8

*/
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6.3.2 Create a Recipient

51& @ @ & O G &
Step Action/Outcome Reference
7 %+ 0 (
8 12
" 0 F 12
-1 7 0
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Step Action/Outcome Reference
- 5 - 4
8 1
8

6.3.3 Create a Subscription

Step Action/Outcome Reference
7 %+ 0 (
8 12
" 0 F 12
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Step

Action/Outcome

Reference
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Step Action/Outcome Reference
! & &
8
E 4 & J G1
&
1
8
> 518& &
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Step

Action/Outcome

Reference

G5# #=

&
G&
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7 What the operators will see in SCOM

7.1 Example of the VMWare Management Pack Views

7.2 Example of the ‘VMWare ESX Environment’ View

7.3 Example of the ‘VMWare ESX Alerts’ View with Al

ert
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7.4 Example of the ‘VMWare ESX Servers’ View

7.5 Example of the Health Explorer View for an ESX  Server

7.6 Example of the SNMP Tasks when you have selecte d an ESX
Server
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8 Creating Virtual Center Alerts in the Event Log

4 5 5

G % : ¢ .G
¢t G
: 4
ll(:'
8 & 1 & 8 :8Q Q8¢ : =
A 1 ' 8 G5 $ 5 :
vV 2 WV w V! w
+ 4 G
7
V| w
vV 2 W
vV 2 W
\% &W
\% &W
\% w
\% w
vV W
4 1 5 8 G () 8 X G
10 G 1
0 F OF (Y O [, ML 1% MI
IL 0 Mi
4 G 1 4
& 5 51

2 & 0 # 87# ¢ 1 ' 8
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9 Appendix A — SysLog Facility & Severity Reference

NN 1 5 + %
"+ 0 + *$ + ! 12 ! ! !
E E E 2
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70
& 4 1 1 &X
1 &1 1
1 &
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- & G G &
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E 9 &,83 &
> 9 &
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70
1
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& G 11 11
# & 1 G 1
; : = 1
" # & Gl $ :
8 1 , &
&
+ %
- 2 J 2 F
J 111
b 1 #
# 1
E # 1 &




Monitoring VMWare ESX on SCOM 2007 v2.2

10 Appendix B — Common Enterprise MIB Numbers
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11 Appendix C — Expression Examples for Guidance

11.1 Example 1

4 3 1 $ 1 1 752 1 &
: 75! @ & 2#3 4
$
0
!5 '6 '6 TU' @ "o+ 1+ B>
'5 '6 '6 T/U @ "o+ [+ B> +
$
0
!5 '6 '6 TU' @ "o+ 1+ B>
5 '6 '6 T/U @ "o+ I+ B> "+

11.2 Example 2

4 3 & 1 1 G &
75! # 1
(s
q
'5 '6 '6 TU Q "I+ [+ B>
'5 '6 '6 T>U' 8
$
Q
'5 '6 '6 TU' Q "I+ [+ B>
15 '6 '6 T>U' 8 0




11.3 Example 3
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4 % 1 H
1 : 1 #5651 1
? @1
$
Q
15 "6 TU a "I+ [+ E>"
15 "6 T+U' 9 J
$
Q
15 "6 TU a "I+ [+ B>
15 "6 T+U' J




