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1 Document Overview Information 

1.1 About this Document 
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1.2 Decision Matrix 
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1.3 Why monitor the VMWare ESX layer? 
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1.4 Systems Understandings 
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1.5 Limitations 
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1.6 References 

1.6.1 SNMP Tools 
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1.6.2 MIB Sites 
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1.6.3 IBM References 
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1.6.4 MOM 2005 References 
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1.6.5 Microsoft SCOM 2007 Training Videos 
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http://www.microsoft.com/winme/0610/28666/DistributedApplicationDesigner_RTM_300k.asx
http://www.microsoft.com/winme/0703/28666/Adjusting_Monitors_with_Overrides_Edit.asx
http://www.microsoft.com/winme/0701/28666/The_Monitoring_Space.asx
http://www.microsoft.com/winme/0703/28666/Whats_New_for_Ops_Mgr_05_Edited.asx
http://www.microsoft.com/winme/0701/28666/Rules_Demo.asx
http://www.microsoft.com/winme/0701/28666/Views_Demo.asx
http://www.microsoft.com/winme/0701/28666/Tasks_Demo.asx
http://www.microsoft.com/winme/0703/28666/Adjusting_Monitors_with_Overrides_Edit.asx
http://www.microsoft.com/winme/0703/28666/Add_Monitoring_Edited.asx
http://www.microsoft.com/winme/0701/28666/Management_Packs_Demo.asx
http://www.microsoft.com/winme/0701/28666/About_Monitors.asx
http://www.momresources.org/momarticles/MOMTelecomSNMP.pdf
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/index.jsp
http://www.redbooks.ibm.com/abstracts/sg246188.html
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/topic/diricinfo/fqm0_t_enabling_snmp_access_and_trap_forwarding_vmware.html
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/topic/diricinfo/fqm0_t_enabling_snmp_access_and_trap_forwarding_vmware.html
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/topic/diricinfo/fqm0_t_enabling_snmp_access_and_trap_forwarding_vmware.html
http://www-941.haw.ibm.com/collaboration/ibmwiki/pages/viewpage.action?pageId=8911
http://www-941.haw.ibm.com/collaboration/ibmwiki/pages/viewpage.action?pageId=8911
https://www14.software.ibm.com/webapp/iwm/web/reg/download.do?source=dmp&S_PKG=director_x_520&lang=en_US&cp=UTF-8
https://www14.software.ibm.com/webapp/iwm/web/reg/download.do?source=dmp&S_PKG=director_x_520&lang=en_US&cp=UTF-8
http://www.simpleweb.org/ietf/mibs/
http://support.ipmonitor.com/mibs_byoidtree.aspx
http://support.ipmonitor.com/snmp_center.aspx
http://www.oidview.com/mibs/detail.html
http://www.wtcs.org/snmp4tpc/getif.htm
http://www.wtcs.org/snmp4tpc/getif.htm
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1.7 Terminology 
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�B�� A notification event issued by a managed device to the network management 

station when a significant event (not necessarily an outage, a fault, or a 
security violation) occurs.�
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2 Configuring the ESX Server 

2.1 Configuring SysLog 

Step Action/Outcome Reference 

�� .����������	�(�)�8�����	� ���������B�
 ��&� �

�� (������	� : ��;���;�+��������� �������	�1���������� #vi /etc/syslog.conf  

"� (������	� : ��;���;�+��������� �������	�1����������

 

O�O�F�4������������1�� 
���	��
�������		��

	��$���

# Send All Traps to SCOM2007 

*.*                    @SCOMRMS.COM  

+� 0	���
����	�(�)��&�.����	
:��	� #service syslog restart 

-� 8�	�����	�(�)�.���H��	�1�
���&�	

�
�� #tail /var/log/messages 

 
�

����  
See Appendix A  for details of syslog.conf configurations. 

 

�
�
�

2.2 Testing SysLog Configuration 

Step Action/Outcome Reference 

�� ,�	�(�)�����	
�����	������	����	����	� #logger –p ftp.warning “This is a test 
warning from ESX Server” 

�� 8�	�����	�(�)�����1��	� #tail –f /var/log/messages 

"� 8�	���(�)�1�
	������	������� #esxcfg-firewall –q | grep 514 

+� �������&������ ��������
�11��� #esxcfg-firewall –o 514,udp,out,syslog 

-� 8�	����
	���	���
��
�
��� #netstat – an 

 
Proto  Local Ad dress   Foreign Address          

UDP    0 0 0.0.0.0:514 0.0.0.0:* 
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2.3 Configure SNMP Trap to be sent to RMS. 

Step Action/Outcome Reference 

�� (������	����
�����1�1��	� #vi /etc/snmp/snmpd.conf 

�� 4���������	
	��	���������1�� 
	�������
����������	�
0����#����	�	����	
:	
�����	��������	�
���� ���&���
������� �	��

�

(��	
���	�1����������

��
0���9��.�.�.�.�

�

2��	��A� ����@����:	�� 
�����	�	��
�	����������1��	 ��
5������ ��	��	��&� ����1�� 
	���	����	
�

�
��	�	
�G��&����	G��&��������G��&�����������

 

"� 0	���
����	����
���	
:��	� #service snmpd restart 

+� (����	����
�����
���F��
� �����	�(�)�1�
	����� #esxcfg-firewall –e snmpd 

-� '	
�1&��2#3����1 ���������� #snmpwalk -v 1 -c public localhost 
system 
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3 Discovering ESX Servers in SCOM 
Step Action/Outcome Reference 

�� 7
	����	� %+�������������0��
������(
�
����
������� �

�

�� 8����������	� 12�������
���� �����

�

"� 0����F������ 12�������
���� �

�

�	�	��� 	���� ��+�
�<
�2 �

�

+� ,��	
� 12 
���2�2���� ��+ �

�

�	�	��� -��!��9�	� ���� �

�

8����� �

�
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Step Action/Outcome Reference 

-� H������	� "��122���� �� ��
�������( ����1�	����1�
�&� 
�
(�)��	
:	
��

�

8����� �

�

/� 3�	��	�����P�

�

�� %�	����	��	:��	����1� ���

�

�=����9 �

�

8����� �

�
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Step Action/Outcome Reference 

E�
8����� �

�

3.1 Create a Management Pack for ESX 

Step Action/Outcome Reference 

�� 7
	����	� %+�������������0��
������(
�
����
������� �

�

�� 8����������	� 12�������
���� �����

�

"� 0����F������ 12�������
���� �

�

�	�	��� ���
���(
�
��������
�9 �

�
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Step Action/Outcome Reference 

+� H���������	�1���������1�	�����

�

2��	�� �(

����%& �

�

8����� �

�

-�
8����� �

�

3.2 Create Group for ESX Servers 

Step Action/Outcome Reference 

�� 7
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������(
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������� �

�

�� 8����������	� 1��$����� �����
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���
���!�8���0> � �
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Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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4 SCOM SysLog Configuration  

4.1 Create VMWare ESX SysLog Alert Rule for Hardwar e 
Monitoring 

4.1.1 Example kern.crit  

Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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4.1.2 Example daemon.err (Test with Dell Temperature Probe Trigger & 
Alert)  

Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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4.2 Create VMWare ESX Alerts (Alert View) 

Step Action/Outcome Reference 

�� 7
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������(
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�

0����F������ �(

����%&�

�	�	��� -�!�

�	�	��� 1��������! �

�

+� H���������	�1���������H�	�����

�

2��	�� �(

����%&�1����� �

�����������������	��������
	��1����
� 
�� �(

���
�%&�%�� ��� �

�

4���� ����
��0��������� ����+�

8����� �
	��1�� �

4���� �

����� �

4���� �������
� �

8����� �

4���� �!��$��0��������������������
���

8����� �
	��1�� �

4���� �-�!�?.@ �

8����� �

8����� �

�

�
�



Monitoring VMWare ESX on SCOM 2007 v2.2 

�
����.�������
�

5 SCOM SNMP Configurations 
4�����	������������	��
���	����11	
	���&����������� ���	
	�5������	��	�:� 
���G������	���&������	�G�C4	 ����
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	J �
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5.1 Create ‘Trap Rule’ to capture Events from the h ardware layer 
%	��		������
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�
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Step Action/Outcome Reference 
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See Appendix B  for a list of Common Enterprise OID’s. 
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See Appendix C  for more Expression examples. 
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5.3 Disable the Trap Rule 
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6.1.2 VMWare ESX Environment (Diagram View) 
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6.2 Create Tasks 

6.2.1 Create task to run ‘PuTTY’ 
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6.2.2 Create task to run ‘Virtual Center 1.31’ 

Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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6.2.3 Create task to run ‘Virtual Center 2.02’ 

Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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6.2.4 Create task to run ‘WinSCP 4.03’ 

Step Action/Outcome Reference 
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Step Action/Outcome Reference 

+� ,��	
�8�����	�4�����

�

�	�	��� ����
�2�,����

�

8����� �

�

-� H���������	�1���������1�	�����

�

4�������	�� 
��%���*�.#�

�

,��	
�#�����
���
�	���

�	�	��� %-(��-��!��9�	� ����

�

8����� �

�

/� H���������	�1���������1�	�����

�

�

���������� ��F�����
��
5����F
��%��F!����0*.#��3��

�

3�
��	�	
���
C�
����;���0���+H�+0�AI%+����J%+�������
���+IK;	��0�
+-
��C �

�

8����� �

�



Monitoring VMWare ESX on SCOM 2007 v2.2 

�
���*'�������
�

6.3 Create Alerting 

6.3.1 Create User Role – “VMWare ESX Operators” 

Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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6.3.2 Create a Recipient 
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Step Action/Outcome Reference 
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6.3.3 Create a Subscription 

Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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Step Action/Outcome Reference 
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Step Action/Outcome Reference 

��� !	
	�������������&� ��� ������	�&� 
���	
���
;	����G�5#��
��#�=�����

	�
G�&� ����������	�
��	���	
	��

�

8����� �

�

�



Monitoring VMWare ESX on SCOM 2007 v2.2 

�
����#�������
�

7 What the operators will see in SCOM 

7.1 Example of the VMWare Management Pack Views 

�

7.2 Example of the ‘VMWare ESX Environment’ View 

�

7.3 Example of the ‘VMWare ESX Alerts’ View with Al ert 

�
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7.4 Example of the ‘VMWare ESX Servers’ View 

�

7.5 Example of the Health Explorer View for an ESX Server 

�

7.6 Example of the SNMP Tasks when you have selecte d an ESX 
Server 

�
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8 Creating Virtual Center Alerts in the Event Log 
�
4�������
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' Takes alerts from VirtualCenter and puts them in the EventLog 
Const LogName = "Application"  
EventID = WScript.Arguments.Item(0) 
Source = WScript.Arguments.Item(1) 
Description = WScript.Arguments.Item(2) 
  
Set WshShell=WScript.CreateObject( "WScript.Shell" ) 
strCommand= "eventcreate /T Warning /ID " & EventID & " /L " &LogName&" /SO " & _  
 
Chr(34) & Source& Chr(34)& " /D "  & Chr(34) & Description & Chr(34)  
WshShell.Run strCommand  
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9 Appendix A – SysLog Facility & Severity Reference  
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10 Appendix B – Common Enterprise MIB Numbers 
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11 Appendix C – Expression Examples for Guidance 

11.1  Example 1 
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11.3  Example 3 
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