@{ léCOM 2012
A _~ Maintenance Mode Scheduler

Administration Guide

This guide will cover how to customize and lock down the SCOM 2012 Maintenance Mode Scheduler for your end users.
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Customize Look and Feel

In this scenario the SCOM admin only wants users to schedule Computers into Maintenance Mode.

1.) Go tothe hidden Admin.aspx page. http://yourMSserver/MMWeb/Admin.aspx

2.) Go to the Customization Section

3.) Uncheck Unix Page, Group Page, Class Page, Subscription Page, and One Click MM Page.
4.) Click Save

Now when a user launches the Maintenance Mode scheduling tool he will see a much simpler interface with only the
Computer Tab, and Manage Tab showing up.

- | O xX
e|@|| & nttp://zom01/MMWeb/Admin.aspx L~-a || & Admin | ‘ T '3;;? {:CE}
‘r( GPOM 2012 Administration
D Maintenance Mode Scheduler
Version 8.0.0
Configuration
Scom SDK Account: (domaintaccount): SCOM2K12\scomsdk
Password:
MS Server: ZOMO1
OperationsiManager DB Server: zDBO01
Database Name: OperationsiManager
Save

Cusltomization
Date Format: ®MM/ddlyyyy Odd/MM/lyyyy O24-Hour Time dd/MMiyyyy
Include User Name In Comments: [+ Requires 15 Windows Authenticstion See; hitp:/bit [y 1ig8340
Auditing To Event Log:
Unix Page:
Group Page:
Class Page:

Subscription Page:
Manage Page:
One Click MM Page:

One Click Maintenance Mode Minutes: 60
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http://yourmsserver/MMWeb/Admin.aspx

e 3| A http:/xom01/MMWeb/ O ~ & Ve Computers

SCOM 2012
Maintenance Mode Scheduler

Manage

Computers: Click Here To Select Computers For Maintenance Mode
Start Time: 10/30/2015 10:56 PM
End Time: 10/30/2015 11:26 PM

Recurrence: Once

Category: Other (Planned)

Comment:

Cancel Schedule




Enable Auditing of Jobs

In this scenario the SCOM admin wants to track when a SCOM MM job is created.

1.) Go to the hidden Admin.aspx page. http://yourMSserver/MMWeb/Admin.aspx
2.) Under the Customization Section
3.) Verify that Auditing to Event Log is checked.

Customization

Date Format: ®MM/ddlyyyy COdd/MMiyyyy O24-Hour Time dd/MM/yyyy
Include User Name In Comments: [] = Requires 115 Windews Authentication See: hitp:/ibit ly/1igE:30

Auditing To Event Log:
Unix Page:

Group Page:

Class Page:
Subscription Page:
Manage Page:

One Click MM Page:

One Click Maintenance Mode Minutes: &0
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4.) Create a new Scheduled Maintenance Mode Job for a computer.

5.) Go to the Application event log on the MS Server that the SCOM 2012 Maintenance Mode Scheduler is
installed.

6.) You should see a new informational event 711 with and event source of SCOM2012MMScheduler

2 Event Viewer
File Action View Help

e 2

E Event Viewer (Local) Application MNumber of events: 59,141
3 _'—|+ Custom Views

= Level Date and Time Source Event D Task Category
4 | mi Windows Logs =
- & Application ®Inf0rmat|on 5/4/2014 11:56:07 PM SCOM2012MMScheduler 711 Nene
] Security @Information 5/4/2014 11:55:34 PM SCOM2012MMScheduler 711 Nene
% ze"“p Event 711, SCOM2012MMScheduler
ystem

Q Forwarded Events General | Details

4 [ Applications and Services Lo
f£] Hardware Events SCOM 2012 Maintenance Mode Scheduler lob Created
@ Internet Explorer
] Key Management Service Job Name: xDB01.scom2k12.com - 30 minutes Maintenance Mode - 74801222

b g’llc%sm‘t M Computer: xDBO1.scom2k12.com
2] Operations Manager Schedule: Once on 5/5/2014 12:01:00 AM
. f£] Windows Powershell Number of Minutes: 30
|4 Subscriptions Comment: 74801222

Created By:

7.) You will notice in the details of the Event Log entry that Created By is blank. In the next few scenarios we will
populate that information.


http://yourmsserver/MMWeb/Admin.aspx

Control Access to the Maintenance Mode Scheduler Website

In this scenario the SCOM admin wants to limit who can access the Maintenance Mode Scheduler tool.

1.) Loginto the Management Server where the SCOM 2012 Maintenance Mode Scheduler is installed. Browse out

to C:\Program Files\SCOM 2012 Maintenance Mode Scheduler
2.) Right click on the file SecureMMWeb.exe and click Run as Administrator

. » ThisPC » Local Disk (C:) » Program Files » SCOM 2012 Maintenance Mode Scheduler

Y

Marme Date modified

/%) Microseft.Web. Administraticn.dll 5/4/2014 315 PM
5 B mm2012.exe 5/4/2014 5:25 PM
Ces MJW mm2012.exe.config 3/5/201412:00 AM

L MMWebConfiglog.bd 5/4/2014 11:54 PM

Type

Application exter
Application
COMFIG File
Text Document

& MMMWebSveSetup.exe 5/4/2014 751 PM Application
MJW MMWebSvcSetup.exe.config 3/4/2014 515 PM COMNFIG File
is 53] removeMMWeb,exe 5/4/2014 T:51 PM Application
s Mj removebdbMWeb. exe.config 5/4/2014 315 PM COMNFIG File
||E| SecureMMWeb.exe e Application
| SecureMMWeb.exe.cl_ OPE" CONFIG File
|'&' Run astadministrator
(C:) Troubll%hﬂot compatibility

3.) On the User Access Control dialog pick Yes
4.) The Secure SCOM 2012 MM Scheduler tool will launch

5.) Type in the domain users and domain groups you want to have access to the tool. Make sure you grant yourself

access as well. For multiple users and groups, use a comma to separate them.




Users and Groups that will have access to SCOM 2012 MM Scheduler

Mote: Windows 8 App will net connect after MM is secured.

Type in users and groups Comma Seperated

Users: Example: mydomainsgriffin,mydomain\bsimpson
& scom2kl12vtimcfadd, scom2k12\max

Groups: Example: nmhn.in"mindnm admins,mydomainydbateam

! scom2k12\server Admins|

6.) Click OK
7.) You should get a pop up dialog telling you that the users and groups have been successfully granted access.

Users: scom2k 12\ timcfadd, scom2k12\max,

and

Groups: scom2k]2YServer Admins,

Sucessfully alowed to access to SCOM 2012 Maintenance Mode Scheduler

8.) The website is now secure and users will be authenticated before they are allowed access to the site.



Capture Who is creating maintenance mode jobs

In this scenario the SCOM admin wants to automatically track who is scheduling maintenance mode jobs.

1.) First complete the previous scenario above called “Control Access to the Maintenance Mode Scheduler
Website”

2.) Then go to the hidden Admin.aspx page. http://yourMSserver/MMWeb/Admin.aspx

3.) Under the Customization Section

4.) Click Include User Name in Comments

Customization

Date Format: ®MM/ddlyyyy Odd/MMiyyyy ©O24-Hour Time dd/MM/yyyy
Include User Name In Comments: ] ~ Requires 1S Windows Authentication See: hifp:bit iy/1igB30

Auditing To Event Log:
Unix Page:

Group Page:

Class Page:
Subscription Page:
Manage Page:

One Click MM Page:

One Click Maintenance Mode Minutes: &0
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5.) Click Save

Now schedule a Computer job for Maintenance Mode


http://yourmsserver/MMWeb/Admin.aspx

LEPOM 2012
__ Maintenance Mode Scheduler

Computers Unix/Linux Group Class Subscription Manage One Click MM

Computers: zdb01.scom2k12.com x
Start Time: 03/29/2016 03:22 PM
End Time: 03/29/2016 03:52 PM
Recurrence: Once
Category: Other (Planned)
Comment:

Cancel
Advanced..

zdb01.scom2k12.com - 30 minutes Maintenance Mode - 67751313

Scheduled Successfully

If you go to the Application Event log we will see the Create By is now populated in the details

Application Number of events: 4,714

Lewvel Date and Time Source Event Il Task Category
G:} Information 3/29/2016 3:21:18 PM SCOM201 2MMScheduler 711 Mone

Event 711, SCOM2012MMScheduler
General | Details

SCOM 2012 Maintenance Mode Scheduler Job Created

Job Mame: zdb01.scomdkl2.com, - 20 minutes Maintenance Mode - 67731313

Schedule: Once on 03/29/2016 03:22 PM
MNumber of Minutes: 30

Comment: 67751313

Created By: SCOM2K12\max




If you go to the Manage tab you will now see it in the comments.

e =) & http://zom01/MMWeb/Manage.aspx D~ & # Manage

SCOM 2012
7 Maintenance Mode Scheduler

Computers  Unix/Linux  Group  Class  Subscription | Manage  One Click MM

All Windows Computers - 30 minutes Maintenance Mode - Old Group

1S Computer Group - 30 minutes Maintenance Mode - Old Group

xdv02 scom2k12 com (+ 2 Additional Computers) - 30 minutes Maintenance Mode - 47597083
xdz01.scom2k12.com (+ 2 Additional Computers) - 30 minutes Maintenance Mode - 72687292
Zdb01 scom2k12.com - 30 minutes Maintenance Mode - 67751313

Enabled: Yes ]

Next
Runtime:
Last
Runtime:

Schedule: | At3:22 PM on 3/29/2016

Never

03/29/2016 03:22 PM

Ob Jects ZDB01 scom2k12.com

Comments: 67751313 - SCOM2K12\max

Delete Job Stop Maintenance Mode




When the job actually runs you will also see it in the comments section as well

O Mot meonitored @ zDBM.scom2kl... () Mot moni.. ) Mot moni..,
() Healthy ZOMD

() Selected objects only

(® Selected objects and all their contained objects

Category [w] Planned
|Dther (Planned) W |

Comment
67751313 - SCOMZK12\max

Duration

) . 3
®) Mumber of minutes: ATl

() Specific end time: | Tuesday , March 29,2016 3:51:24PM |

These features aretemporarily suspended for objects in Maintenance Mode:

- Rules and monitors
- Notifications

- Automatic responses
- State changes

- Mew alerts

Detail View



Modify One Click Maintenance Mode Minutes

In this scenario users only want servers to go into maintenance mode for 10 minutes when clicking One Click

Maintenance Mode

1.) Go to the hidden Admin.aspx page. http://yourMSserver/MMWeb/Admin.aspx

2.) Under the Customization Section

3.) Change the value of One Click Maintenance Mode minutes from 60 to 10.

Cusltomization

Date Format:

Include User Name In Comments:
Auditing To Event Log:

Unix Page:

Group Page:

Class Page:

Subscription Page:

Manage Page:

One Click MM Page:

One Click Maintenance Mode Minutes:

®@MM/dd/lyyyy Odd/MM/yyyy ©O24-Hour Time dd/MM/yyyy

E = Requires IS Windows Authentication See: hitp:bit. i 1igB3t0

REREKE-E

60


http://yourmsserver/MMWeb/Admin.aspx

Secure Admin.aspx

In this scenario the SCOM administrator want to secure access to Admin.aspx or Manage.aspx

1.) First Make sure you have set the site to use Windows Authentication. Control Access to the Maintenance Mode
Scheduler Website

2.) Right click on the Admin.aspx file under C:\inetpub\wwwroot\MMWeb

3.) Under the Security Tab. Click the Advanced button

4.) Select Disable inheritance

Mame: Chinetpublwwwroot\MMWeb\Admin.aspx

Owner: SYSTEM I@'Change

Permissions | Auditing | Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
% Allow  1I5_[USRS (XOMOTIS_IUSRS) Read & execute Chinetpubiwwwrooth,
8 Allow  Trustedinstaller Full control Chinetpub’,
82, Allow  SYSTEM Full control Chinetpubh,
8 Allow  Administrators (XOMOT\Administratars) Full control Chinetpub’,
B Allow  Users (XOMOT\Users) Read & execute Chinetpubh,

| Add | | Remove | | View

| Disable inheritance |

|| Cancel || Apply

5.) Then select Convert inherited permissions into explicit permissions on this object.

ﬁ What would you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent cbject will no lenger be applied to this object.

< Convert inherited permissions into explicit permissions on
this object.

< Remove all inherited permissions from this object.

Cancel




6.) Remove users and any other groups you don’t want to have access to Admin.aspx.

7.) Click OK and OK.

8.) Now any use who doesn’t have permissions will be prompted for credentials.

iexplore

Windows Security

Connecting to x0MO01.scom2k12.com.

| LJEEF name

H | Password

Domain: SCOM2E12

[ ] Remember my credentials

Connect a smart card

QK | | Cancel

Change Date Format

1) Go to the hidden Admin.aspx page. http://yourMSserver/MMWeb/Admin.aspx
2.) Under the Customization Section
3.) Change click on the Radio button for you correct Date Format.
Customization
Date Format: COMM/ddlyyyy

Include User Name In Comments:
Auditing To Event Log:

Unix Page:

Group Page:

Class Page:

Subscription Page:

Manage Page:

One Click MM Page:

One Click Maintenance Mode Minutes:

E‘ = Reguires IIS Windows Authenticafion See: hitp//bit.ly/1igB3t0
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60

Cdd/MM/lyyyy i®#24-Hour Time dd/MM/yyyy


http://yourmsserver/MMWeb/Admin.aspx

