E& SCOM To ServiceNow Connector

Administration and Security Guide

This guide will cover how to customize and lock down the SCOM To ServiceNow Connector for your end users.
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Control Access to the SCOM To ServiceNow Website

In this scenario the SCOM admin wants to limit who can access the SCOM to ServiceNow tool.

**Note: this only works when the SCOM To ServiceNow Connector Application is installed on a SCOM Management
Server. If it is installed on a Standalone server this will create a Kerberos Double Hop

1.) Loginto the Management Server where the SCOM To ServiceNow Connector is installed. Browse out to
C:\Program Files\SCOM To ServiceNow Connector
2.) Run SecureScomToSnow.exe

' Iﬂ = | SCOM To ServiceMow Connector
Home Share View
“— v » ThisPC » Local Disk (C:) » Program Files » SCOM To ServiceMow Connector
Marne Date modified Type Size
Mj SecureScomToSnow.exe 6/17/2021 3:00 PM CONFIG File 1KE
[5] SecureScomTaSnow 6/17/2021 3:02 PM Application 204 KB
Mj ScomToSnowConfig.exe 6/17/2021 3:07 PM CONFIG File 1KE

3.) On the User Access Control dialog pick Yes

4.) The Secure SCOM to ServiceNow tool will launch

5.) Type in the domain users and domain groups you want to have access to the tool. Make sure you grant yourself
access as well. For multiple users and groups, use a comma to separate them.

1 To ServiceMow Connecteo — O

Users and Groups that will have access to SCOM Scom Ta ServiceMow Connector Websit
Mode Scheduler Website

Type in users and groups Comma Separated

Users: B le: mydomain\sgriffin,mydomain\bsimpson
; scom2k16vtmac scom2k16\mike

Groups: Example: mydomain\windows admins,mydomainydbateam

scom2k16\5erver Admins
&

6.) Click OK
7.) You should get a pop-up dialog telling you that the users and groups have been successfully granted access.

Users: scom2k1evtmac,scom2k1&vmike,
and
Groups: scom2k16\Server Admins,

Sucecessfully alowed to access to SCOM To ServiceMow Connector




8.) The website is now secure, and users will be authenticated before they are allowed access to the site.

Modify URL for SCOM to ServiceNow Connector Management Pack Alert Tasks

You may have a custom URL that you want to use, such as one with SSL (https) or a Fully Qualified Domain Name
(http://OM.scom2k16.com/SCOMToServiceNow instead of http://OM/SCOMToServiceNow) . To modify the Alert Tasks

Alert Tasks ~

T Send Mew Alerts to ServiceMow

T Send This Alert to ServiceNow

1.) Open the SCOM Console. Click on the Authoring Pane.
... Monitoring
ﬁ"‘ Authoring
5 Administration

2.) Under Authoring. Expand Management Pack Objects. Then click on Tasks.
Authoring

4 | 7 Authoring

: [ Management Pack Templates
#% Distributed Applications
=1 Groups

F % fManagement Pack Objects
1= | Attributes
_i Monitars
| Object Discoveries
@‘ Overrides
[=| Rules
|Z Service Level Tracking
|_=: Taszks

__/P'I Views

3.) For every class listed you will see the two tasks.

4 Type: .NET Application Monitoring Agent (7)

f: Recycle Application Pools (Mot inherited)  Operations Manager APM Infrastructu...
|_=: Restart Internet Information Services (Mot inherited)  Operations Manager APM Infrastructu...
|_=j Get Monitor State Object Health Internal Library

|_=j Reset State Object Health Internal Library

f: Trigger State Object Health Internal Library

|_=;:' Send Mew Alerts to ServiceMow Object SCOM To ServiceMow Connector

|_=;:' Send This Alert to ServiceMow Object SCOM To ServiceMow Connector


http://om.scom2k16.com/SCOMToServiceNow
http://om/SCOMToServiceNow

4.) Double click on Send New Alerts to ServiceNow. Then click the Command Line Tab

O Send Mew Alerts to ServiceNow Properties

Specify command line

Application:

"% System Root %\ System32\undll 32 exe™ |

Farameters:
|ur|.|:|II.FiIe ProtocolHandler bttp:/#0OM/Scom To Service Mow fid=5Manitaring Rule1d$ | 2

Additional settings

Waorking directony:

| Browse. ..

[ ] Display output when this task is run

5.) You can edit directly in the text box but | prefer to copy and paste to notepad or notepad++. Select the text and

click Control-A, Control-C to copy.
Farameters:

[urldil FileProtocolHandler hitp:

SAOMScom ToService Mow fid=$Monitoring Buleld $ | | 3

6.) Make the necessary modifications to the URL.

Eamw33ﬂl

| 1 wurl.dll,FileProtocolHandler https://O0M.scom2kl6.com/ScomToServiceNow?id=5MonitoringRuleIds

7.) Copy and paste it back into the Parameters: text box in SCOM
Parameters:
|:-:||Hanu:||er h‘ftps:;",-"OI'u'I.scum?_k'I'E.cumecu:umTDSewiceNu:uw'?iu:l=5-|"-"||:|n'rh:||'ingHulelu:|E-| 3

8.) Repeat the process for the Send This Alert to ServiceNow task
[ Send New Alerts to ServiceMow Object SCOM To ServiceMow Connector
|_=;:1 Send This Alert to ServiceMow Object SCOM To ServiceMow Connector

Customize Data and Management Packs

The default install hides data from the network management pack, depreciated monitors, depreciated rules, event
collection rules and performance collection rules as they are not typically used for alerting in most environments. You

can add these back or exclude additional unused management packs in the settings page.

1.) Go to the Settings page by clicking the gear in the top right corner.

&



2.) Go to the Customization Section

Customization

Hide Management Packs (Comma Separated List of IDs)

System.NetworkManagement.Monitoring

 Hide Performance Collection Rules
¥ Hide Event Collection Rules

Hide Deprecated Monitors and Rules

3.) To hide additional management packs. Get the Management Pack ID from the Operations Manager

Administration console.

Administration < Installed Management Packs (106)
4 5 Administration ~ & Lookfor
4 m Azure Log Analytics
Name

& Connection
4% Managed Computers
i, Connected Management Groups

4 [25 Device Management

@ Agent Managed

G Agentless Managed

@ Management Servers

&% pending Management

O umNx/Linux Computers
4 T Management Packs

% Installed Management Packs

?ﬁ’ Tune Management Packs

| Updates and Recommendations
4 ._E Metwork Management

H piscovery Rules

:ﬁ Metwork Devices

¥ Network Devices Pending Management
4 - Motifications

|z Channels

@ Subscribers

i Image Library (System Center)

i Image Library (System)

Elmage Library (UNES/Linux)

Elmage Library (Windows)

i Instance Group Library

£ Management Pack Recommendations

. 54 Microsoft Audit Collection Services

llection Services

| Knowledge | Dependencies

Management Pack General Properties

| Microsoft SystemCenter ACS Internal

Name :
|MicrosoﬂAuditCoIIecﬂon Services

i
i
i
i
i ID:
i
i
i

4.) Type cép;y thé Management Pack ID and paste it in the Setting Page with a comma
Hide Management Packs (Comma Separated List of IDs)

System.NetworkManagement.Monitoring,Microsoft.SystemCenter.ACS.Internal

5.) Click Save

6.) Onthe SCOM Alert Update Connector Web site the management pack rules and monitor will be hidden

Before:

Showing 1 to 10 of 909 entries

After: Showing 1 to 10 of 891 entries



