#° Azure Maintenance Mode Scheduler

Installation Guide

Server Requirements:

e The Azure Maintenance Mode Scheduler must be installed on a Windows Server 2016, 2019, or 2022 server.
This can be on-prem or in Azure.

Accounts Required:

e Application ID (Client ID) created in Azure Active Directory with Client Secret. (Instructions below on how to
create this account)
e Local User Account or Domain User Account with local admin rights to the Window Server.

Create the Application ID in Azure AD with PowerShell or Manually
e Option 1: PowerShell (Recommended)

1. Make sure you have an account with Azure AD Global Admin Rights and has Owner or User Access
Admin rights to either your Azure Management Group or one Azure Subscription.

b Azure Active Directory

Dashboard > scomZkl16 > Users » tmac

&, tmac | Assigned roles

User

Add assignments 'f_:' Refresh P'? Got feedback?

#% Diagnose and solve problems

Eligible assignments Active assignments  Expired assignments

Manage
& erofile A Search by role
N I Role T4  Principal name Scope T4
S Global Administrator tmac@scom2klé.com  Directory

&, Assigned roles




[] Management groups

All services > Management groups > Tenant Root Group

L Tenant Root Group | Access control (IAM)

Management group

/2 Search (Ctrl+/) | ¢  Add & Download role assignments == Edit columns () Refr

(%] Overview
Check access  Role assignments  Roles  Deny assignments

Subscriptions

W Activity Log 2 items (2 Users)
A Access control (IAM) (] Name Type Role
Governance ' User Access Administrator
tmac
¥ Get started O .tmac@sccmzmﬁ.cum User  User Access Administrator ©

2. Inthe AzureMaintenanceModeScheduler.zip file there are two PowerShell scripts. You only need to run
one of them.

AzMMforManagementGroup.psl
AzMMforSubscription.ps1

Run AzMMforManagementGroup.ps1 if you have alert rules in multiple subscriptions and have an
Azure Management Group that contains all the subscriptions.

Run AzMMforSubscription.ps1 if you have all your alert rules in one subscription or if you only have
access to one Subscription.

PowerShell Script Overview:

The script connects to azure. It creates an App Registration (AD Service Principal). It then creates an
Azure Role Definition and sets minimal permissions. Then it assigns the App Registration to the role
definition.




3. To Run the PowerShell Script, unblock the script by right clicking on the script and check Unblock.

[ |

Type of file:

Opens with:

Location:
Size:

Size on disk:

Created:
Modified:
Accessed:

Attributes:

Security:

@ AzMMforManagementGroup Properties >

General Securty Details  Previous Versions

|ﬁth1fu:urManagementGmup

Windows PowerShell Script (ps1)

mj Notepad Change...

C A Temp'Azure Maintenance Mode Scheduler
1.29 KB (1,326 bytes)
4.00 KB (4,096 bytes)

Friday, April 15, 2022, 10:58:52 AM
Today, April 17, 2022, 4:12:14 PM
Today, April 17, 2022, 4:12:14 PM

[ ]Read-only [ ] Hidden Advanced...

This file came from another

o
computer and might be blocked to S
help protect this computer.

oot | [ oh

4. Next open the PowerShell command prompt as administrator.

2

Windows
PowerShell

Windows

Administrativ...

A
<©

Remote
Desktop...

Windows
Server Mananer PowerShell [SF

':.:_': Unpin from Start
Resize
More .
Fin to taskbar
Uninstall _
Run as a different user

Run as administrator

. Open file location
Run as Administrator pen e :



5. Type in: Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Scope CurrentUser

EN Administrator Windows PowerShell

RemotesSigned CurrentUser

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the exe

you to the security d bed in the about_Execution_Policies help topic at
go.micr . S 'LinkID=135178. Do you want to change the execution policy?
[L] Mo to All [5] Suspend [?] Help (default is "N™): ¥

6. cd (change directory) to the extracted zip files.
7. Run one of the PowerShell scripts (Not Both).

For Management Group: Type in: \AzMMforManagementGroup.psl
For Subscription: Type in: .\AzMMforSubscription.ps1

C:\Usershisiteadmin® cd

C:y

C:\Te dl

C:\Temp\Azure Maintenance Mode Scheduler:

Sign in to your account *

Microsoft Azure

B= Microsoft

Sign in

tmac@scom2k16.com| x

8. A window will pop up. Log on with your Azure Account with the rights described in step 1.

Directory (tenant)

Application (cli

Do not close the PowerShell window. Copy the Directory ID, Application ID, and Client Secret to a safe place.
You will need to supply this information during the Installation of the Azure Maintenance Mode Scheduler.

***]f you get an error during this process. Please contact support@scom2k?7.com and we will be happy to help you
resolve any issues***

a. Option 2: Manually (See Appendix 1 Below)


mailto:support@scom2k7.com

2.) Next Double click on Azure Maintenance Mode Scheduler.msi file from the zip.

3.) Click Next

4.) Read and Accept the License Agreement, then click Next

5.) Select the location you want to install the application.

6.) On the Ready to Install screen click Install

7.) Click Yes on the next screen.

8.) Setup will take some time as it needs to install IIS.

9.) On the Completing Setup Page leave the Launch Azure Maintenance Mode Scheduler checkbox checked and
Click Finish

10.)If you unchecked the Launch box on the last screen, you can also run it from the Desktop with the gear Icon

called Azure Maintenance Mode Configuration.

11.)Copy and paste the information generated from the PowerShell script into the dialog box if it isn’t
automatically populated.

Azure Maintenance Mode Cenfiguration - ENF1case Sign Into Azure with Admin Account... Dialog Box may be hig

Don't Close Powershell Window
" Azure ' '

Directory (Tenant) ID
[0160737-6950-4502-80a5-0846301c34db] e |

Application (Client) ID
O |15?2?135—3255-4452-5525-ab31113—421‘55 - |

Client Secret
|ytF8Q~AHPZmRAaPCFNFIIDEzZBuGV_NTkBCAUucrw = |

12.) Type in the name and password of a Local User Account or Domain User Account with local admin rights to
the Window Server you are installing on.

13.) Choose the Date Format you would like to use.

14.) Click OK

15.) On the complete screen click Start to Launch the Maintenance Mode Scheduler Application

Complete — O >

Azure Maintenance Mode Scheduler Successfully Configured

Click start to Launch the App:







Appendix:

Option 2 - Manually creating an Application ID and assigning permissions:

In your Azure Subscription. Go to Azure Active Directory.

Under Manage click App registrations.

—

All services >

W scom2k16 | Overview

Azure Active Directory

L

Manage

C
& Users =
&2 Groups [
B2 External Identities

B
& FRoles and administrators
‘& Administrative units N
$£ Enterprise applications T
Ll Devices

P

i App registrations

Click New Registration.

registrations =

« —+ New registration &

Under Name Type: Azure Maintenance Mode Scheduler



All services > scom2k16 >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Azure Maintenance Mode Scheduler v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (scom2k16 only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microseft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is opticnal and it can be
changed later, but a value is required for most authentication scenarios.

| Select a platform ~ | | e.g. https://example.com/auth

Leave all the rest the defaults.

Then Click Register

On the next page. Under Essentials

Copy the Application (client) ID and the Directory (tenant) ID for use later in a text file.

i Azure Maintenance Mode Scheduler »

L Search (Ctrl+/) | & Iﬁ] Delete @ Endpoints Preview features

L S 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>

&3 Quickstart

;«;" Integration assistant A Essentials

Manage Display name Cllent‘c‘redentlals
Azure Maintenance Mode Scheduler 0 certificate, 1 secret

B Branding & properties Application (client) ID Redirect URIs

L f4e1c243-4cee-4312-b3b8-1ffe3cb219d2 Add a Redirect URI

—3 Authentication

Object ID Application 1D URI
Certificates & secrets 5f8aaf99-cc0d-4760-9df0-b01e4cef3087 Add an Application 1D URI

11l Token configuration Directory (tenant) 1D Managed application in local directory

016073f7-695b-4902-80a5-0846301c94db Azure Maintenance Mode Scheduler

Now under Manage Click Certificates & secrets



All services > scom2k16 >

] Azure Maintenance Mode Scheduler =

8 Overview

&4 Quickstart
;'f;" Integration assistant A Essentials
Manage Display name

Azure Maintenance Mode Scheduler

B Branding & properties Application (client) ID

L. fde1c243-4ces-4312-h3b8-1ffe3cb219d2
—:3’) Authentication

Object ID
Certificates & secrets {h] 5f8aaf99-cc0d-4760-9df0-b01edcef3087

|/O Search (Ctrl+/) | « ]E Delete @ Endpoints Preview fe

@ Got a second? We would love your feedba

Under Client secrets. Click New client secret.

Certificates (0) Client secrets (0)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token.

+ New client secret

Description Expires Value (0

Type in Azure Maintenance Mode.

Select Expires 12 months

Add a client secret X
t

Description ‘ Azure Maintenance Mode

Expires ‘ 12 months ~ ‘

Click Add at the bottom.




Now on the next page. Don’t leave this page until you copy the Value. If you leave you will have to create a new secret.

Description Expires Value O Secret ID

Azure Maintenance Mode 3/10/2023 L4E7Q~Bf4GGPPkzKbjk32VTvYs... [ SadfeaSb-8a28-4abe-af76-8975.. [ @

Click the copy button and save the secret for later in your text file.

Now in my text file | have my Application (client) ID, Directory (tenant) ID, and Client Secret all saved for later.

T * Q7 M, + o
new o - Notepad++ -

File Edit Search View Encoding Language Settings Tg
Run Plugins Window 7

cHHBR G & WD 2|l =3

B new 79 .JlEnewSD JIEnewEﬂ X | Enew&Zﬂ'

1 Application (client) ID
fdelc243-4cee-4312-b3b8-1ffe3ch215%d2

Directory (tenant) ID
016073f7-695b-4502-80a5-0846301c%4db

b I L T Y R S R 1

Client Secret
LAETQ~Bf4GGPPkzKb] k32VTvYsduW3v4uxEIy

]

Now that we have an Application Account we now need to Assign it permissions to schedule the Alert Rules in Azure.

If you have one subscription in your tenant you can go to Subscriptions.

| P subscritions

All Services (3) Marketpla

™

Azure Active Directory (0]

Services

Subscriptions

Most customers will have multiple subscriptions.

In that case go to Management Groups.

10



i F managment groups

All Services (21) Documentat

gr
B

Azure Active Directory (0)

Services

[’5\] Management groups

Click on the highest management group you want to schedule alerts for.

Home >

scom2k16

| 2 Eearch (cirl+) | «

)

o
3

Overview
Get started

Settings

() Management groups

+ Create + Add subscription f_) Refresh
p

@ Use management groups to group subscriptions. Clic
"Get Started” tab to learn more.

| 42 Search by name or ID

Showing 2 subscriptions in 1 groups

T, Name

~ [JL'J‘.] Tenant Root Group
Azure subscription 1

SCOM2K16 Subscription

Now click Access Control (IAM)

Home > Management groups > Tena

A Tenant Root Groug

Management group

| £ search (Ctrl+/) | «

)

fa

Overview
Subscriptions
Resource Groups
Resources
Activity Log

Access control (JAM)

Now click Add, Then Add custom role.
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Management group

Home > Management groups > Tenant Root Group

A Tenant Root Group | Access control (IAM

| L Search (Ctrl+/)

| « + add i Download role assi

(%) Overview
Subscriptions

() Resource Groups

Add role assignment

Add co-administrator

Add custom role

L = y—

For Custom role name type : Azure Monitor Maintenance Mode Scheduler

.
Custom rale name (D

Description

. . [ ]
Basics Permissions

To create a custom role for Azure resources, fill out some basic information. Learn more

Baseline permissions (2 O Clone a role @ Start from scratch O Start from JSOMN

Assignable scopes JSOM Review + create

Azure Monitor Maintenance Mode Scheduler Role w

Now click JSON

. o .
Basics Permissions

Assignable scopes JSON  Review + creat

Click Edit
Basics Permissions Assignable scopes JSON Review + create
Here is your custom role in JSON format, Learn more
@

1 { -
2 "properties”: {
3 "roleName”: "Azure Monitor Maintenance Mode Scheduler Role",
4 "description”: "",
5 "assignableScopes”: [
6 "/providers/Microsoft.Management/managementGroups/816873f7-695b-4502-88a5-0846381c94db”
7 1.
8 "permissions™: [
9 {
1@ "actions™: [], r
11 "notActions”: [],
12 "datalActions™: [],
13 "notDataActions™: []
14 1
15 1
16 1
17}

12



Put your cursor between the [ ] in actions:

T

2 “properties”: {

3 "roleName”: "Azure Monitor Mainte
4 "description”: ""

5 "assignablaScopes”: [

6 "/providers/Microsoft.Managems
7 1,

2 "permissions”: [

9 {

1@ "actions™: [].

11 "notActions": [],

12 "datafctions”: [],

13 "notDatabctions™: []

14 1

15 ]

16 1

17 1

Now paste the following.

"Microsoft.Insights/ScheduledQueryRules/Write",
"Microsoft.Insights/ScheduledQueryRules/Read",
"Microsoft.Insights/ScheduledQueryRules/Delete",
"Microsoft.Operationallnsights/workspaces/*",
"Microsoft.Insights/ActionGroups/Read"

It should look like this when you are done. Don’t worry about the formatting. As long as the text you pasted is between

the [ ] it will work fine.

R B
1 {
2 "properties”: {
3 "roleName™: "Azure Monitor Maintenance Mode Scheduler Role",
4 "description”: "",
5 "assignablaScopes": [
6 "/providers/Microsoft.Management/managementGroups/@16873f7-695b-4982-868a5-0846381c94db"”
7 1,
8 "permissions™: [
9 {
18 "actions": [[["Microsoft.Insights/ScheduledQueryRules/Write"”, I
11 "Microsoft.Insights/ScheduledQueryRules/Read”,
12 "Microsoft.Insights/ScheduledQueryRules/Delete”,
13 "Microsoft.Operationallnsights/workspaces/*",
14 "Microsoft.Insights/ActionGroups/Read”
15 [, I
16 "notActions™: [],
17 "datafctions”: [],
18 "notDatalActions™: []

Make sure you hit Save in the top right when you are done.

nges Save
o]

Then click Review + create at the bottom of the page.

13



Review + create | Previous | | Mext

Then click Create

Create Previous

Then OK.

Now Click Refresh

_ £ Search resources, services, and docs (G+/)

4

Dashboard > Tenant Root Group

A Tenant Root Group | Access control (IAM)

Management group

L Search (Ctrl+/) | < = Add < Download role assignments Edit columns O Refresh X R

%] Overview Refresh
harl srrace Drls accimmraants Balac  Manw accicnmants laceis 2l

Now that we have a Custom Role called Azure Maintenance Mode Scheduler Role, we need to grant the Azure

Maintenance Mode Scheduler to that role.

Click Add role assignment.

Dashboard » Tenant Root Group

R Tenant Root Group | Access control (IAM

Management group

L Search (Ctrl+/) | ‘ = Add < Download role assi

) Overview Add role assignment

Under the Role Tab. Type in Azure Maintenance Mode Scheduler Role and select it

Role  Members Review + assign

A role definition is a collection of permissions. You can use the built-in reles or you can create your g
custom roles. Learn more .
Use classic experience (D

&2 Azure Maintenance Mode Scheduler Role Type : All Category : All

Showing 1 of 329 roles

Name Ty Description TJL

Azure Monitor Maintenance Mode Scheduler Role

14



Click The Member Tab and Select +Select Members

Role Members  Review + assign

Assign access to @ User, group, or service principal

O Managed identity

Members + Select members

MName Cbject ID

Mo members selected

Description Optional

Type in Azure Maintenance Mode Scheduler.

Select members

Selact ()

| Azure Maintenance Mode Scheduler

Azure Maintenance Mode Scheduler

Then select it and then click Select at the bottom of the screen.

Selected members:

Azure Maintenance Mode Scheduler
Remave

Then Click Review + assign at the bottom of the screen. Then click Review + assign again.

15



Now we have the permission setup.

Make sure you still have your Notepad with the Client ID, Tennant ID and Secret as you will need this for the install.

Q’ *new 82 - Notepad++ -

File Edit Search View Encoding Language Settings Td
Run  Plugins Window 7

s HHB I GE £ WD 2|l x -

Bl new 70 Iﬂl.newﬁ{} Iﬂl.newm x| EnewﬁZﬂ'

1 Bpplication (client) ID
fdelc243-4cee-4312-b3b58-1ffe3ch219d42

Directory (tenant) ID
016073f7-695b-4902-50a5-0546301c%4db

Client Secret
LAETQ~Bf4GGPPkzEL] k32VTvYsduW3v4uxEIy

(e IR e S BT VR o6
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