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Installation Guide 
 

Server Requirements:   

• The Azure Maintenance Mode Scheduler must be installed on a Windows Server 2016, 2019, or 2022 server.  
This can be on-prem or in Azure. 

Accounts Required: 

• Application ID (Client ID) created in Azure Active Directory with Client Secret.  (Instructions below on how to 
create this account) 

• Local User Account or Domain User Account with local admin rights to the Window Server. 
 

Create the Application ID in Azure AD with PowerShell or Manually  
• Option 1: PowerShell (Recommended) 

 
1. Make sure you have an account with Azure AD Global Admin Rights and has Owner or User Access 

Admin rights to either your Azure Management Group or one Azure Subscription. 
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2. In the AzureMaintenanceModeScheduler.zip file there are two PowerShell scripts.  You only need to run 
one of them.  
 
AzMMforManagementGroup.ps1 
AzMMforSubscription.ps1 
 
Run AzMMforManagementGroup.ps1 if you have alert rules in multiple subscriptions and have an 
Azure Management Group that contains all the subscriptions. 
 
Run AzMMforSubscription.ps1 if you have all your alert rules in one subscription or if you only have 
access to one Subscription. 
 
PowerShell Script Overview: 
The script connects to azure. It creates an App Registration (AD Service Principal).  It then creates an 
Azure Role Definition and sets minimal permissions.  Then it assigns the App Registration to the role 
definition. 
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3. To Run the PowerShell Script, unblock the script by right clicking on the script and check Unblock. 

 
 

4. Next open the PowerShell command prompt as administrator. 
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5. Type in: Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Scope CurrentUser 
 

 
 

6. cd (change directory) to the extracted zip files. 
7. Run one of the PowerShell scripts (Not Both). 

 
For Management Group: Type in:  .\AzMMforManagementGroup.ps1 
For Subscription: Type in: .\AzMMforSubscription.ps1 
 

 

 
8. A window will pop up.  Log on with your Azure Account with the rights described in step 1. 

 

 

Do not close the PowerShell window.  Copy the Directory ID, Application ID, and Client Secret to a safe place.  
You will need to supply this information during the Installation of the Azure Maintenance Mode Scheduler. 

 

***If you get an error during this process.  Please contact support@scom2k7.com and we will be happy to help you 
resolve any issues*** 

 

a. Option 2: Manually (See Appendix 1 Below) 

mailto:support@scom2k7.com


5 
 

 
2.) Next Double click on Azure Maintenance Mode Scheduler.msi file from the zip. 
3.) Click Next 
4.) Read and Accept the License Agreement, then click Next 
5.) Select the location you want to install the application. 
6.) On the Ready to Install screen click Install  
7.) Click Yes on the next screen. 
8.) Setup will take some time as it needs to install IIS. 
9.) On the Completing Setup Page leave the Launch Azure Maintenance Mode Scheduler checkbox checked and 

Click Finish 
10.) If you unchecked the Launch box on the last screen, you can also run it from the Desktop with the gear Icon 

 called Azure Maintenance Mode Configuration. 

 

 

 

11.) Copy and paste the information generated from the PowerShell script into the dialog box if it isn’t 
automatically populated. 

 
 

12.)  Type in the name and password of a Local User Account or Domain User Account with local admin rights to 
the Window Server you are installing on. 

13.)  Choose the Date Format you would like to use.  
14.)  Click OK 
15.)  On the complete screen click Start to Launch the Maintenance Mode Scheduler Application 
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Appendix:  
 

Option 2 - Manually creating an Application ID and assigning permissions: 
 

In your Azure Subscription.  Go to Azure Active Directory. 

Under Manage click App registrations. 

 

 

 

 

Click New Registration. 

 

 

Under Name Type: Azure Maintenance Mode Scheduler 
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Leave all the rest the defaults. 

Then Click Register  

On the next page.  Under Essentials 

Copy the Application (client) ID and the Directory (tenant) ID for use later in a text file. 

 

Now under Manage Click Certificates & secrets 
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Under Client secrets.  Click New client secret. 

 

 

Type in Azure Maintenance Mode. 

Select Expires 12 months 

 

Click Add at the bottom. 
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Now on the next page.  Don’t leave this page until you copy the Value.  If you leave you will have to create a new secret. 

 

 

Click the copy button and save the secret for later in your text file. 

Now in my text file I have my Application (client) ID, Directory (tenant) ID, and Client Secret all saved for later. 

 

 

 

Now that we have an Application Account we now need to Assign it permissions to schedule the Alert Rules in Azure. 

If you have one subscription in your tenant you can go to Subscriptions. 

 

Most customers will have multiple subscriptions. 

In that case go to Management Groups. 
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Click on the highest management group you want to schedule alerts for. 

 

 

Now click Access Control (IAM)  

 

Now click Add, Then Add custom role. 
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For Custom role name type : Azure Monitor Maintenance Mode Scheduler 

 

Now click JSON 

 

 

Click Edit 
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Put your cursor between the [ ] in actions: 

 

Now paste the following. 

"Microsoft.Insights/ScheduledQueryRules/Write", 
"Microsoft.Insights/ScheduledQueryRules/Read", 
"Microsoft.Insights/ScheduledQueryRules/Delete", 
"Microsoft.OperationalInsights/workspaces/*", 
"Microsoft.Insights/ActionGroups/Read" 

It should look like this when you are done.  Don’t worry about the formatting.  As long as the text you pasted is between 
the [ ] it will work fine. 

 

 

Make sure you hit Save in the top right when you are done. 

 

 

Then click Review + create at the bottom of the page. 
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Then click Create 

 

 

Then OK. 

Now Click Refresh 

 

 

Now that we have a Custom Role called Azure Maintenance Mode Scheduler Role, we need to grant the Azure 
Maintenance Mode Scheduler to that role. 

Click Add role assignment. 

 
 

Under the Role Tab.  Type in Azure Maintenance Mode Scheduler Role and select it 
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Click The Member Tab and Select +Select Members 

 

 

Type in Azure Maintenance Mode Scheduler.   

  

 

Then select it and then click Select at the bottom of the screen. 

 

 

Then Click Review + assign  at the bottom of the screen.  Then click Review + assign again. 
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Now we have the permission setup. 

 

Make sure you still have your Notepad with the Client ID, Tennant ID and Secret as you will need this for the install. 
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