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1 Document Overview Information

1.1 About this Document

This document contains step-by-step instructions on how to monitor VMWare ESX Servers on SCOM
2007. While I admit there are many possible ways to do this, I believe this document will
demonstrate 2 of the most effective ways, allowing for greater granularity and accuracy in Alerting.

The 2 ways to monitor the VMWare ESX and the Hardware are via SNMP Traps & SysLog. The first
section of this document refers to SysLog and the second to SNMP Traps.

Feedback is always welcome. Please email me at stockmansridge@gmail.com or visit my blog at

http://opsmgr.wordpress.com

1.2 Decision Matrix

Alert Type

SNMP

SysLog

Server Alerts

YES

YES

Good for Alerting to Flight
Desk from SCOM

YES — Will change Health State
in SCOM

YES — Will change Health State
in SCOM

Support Notification

YES — Email, IM or SMS

YES — Email, IM or SMS

Install Software in SC

YES — Agent to send SNMP

NO

Ease of Setup

Medium

Very

Support Management Board

YES

NO

1.3 Why monitor the VMWare ESX layer?

Monitoring the ESX layer is an important part of maintaining a VMWare environment as part of the
security features are that the Operating systems that you load on the system can not interface
directly with the hardware so should you have a failure of one of your systems it doesn't effect the
others. This means that just running the SCOM Agent on the clients will not report if a HDD, Power
Supply or Disk has failed even with the Hardware vendors management pack.

1.4 Systems Understandings

As you may or may not know, VMWare uses its own Linux Operating System referred to as ‘ESX'’. This
means using the SCOM Agent is not possible as it is only compatible with Microsoft Windows

Operating Systems.

There are 2 other ways of setting up monitoring of devices in SCOM, one is via the SCOM Agent and

the other is via SNMP.

1.5 Limitations

These instructions are limited to VMWare ESX. You will also require hardware from a vendor that
supports a Linux agent for their hardware. I know the following do:

« IBM
e HP
 DELL

You will find that as we are collecting from a SysLog and even though we configure which servers we
are gathering from, you will be unable to get the Status to change from Green to Red should a
SysLog Alert be generated for a particular device. This is a limitation to SCOM and how it handles
SysLog Alerts. The reason for this is because the method the ESX server is added and its alive status
is monitored via SNMP. To get the status to change you will need to create an SNMP Trap Monitor.
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1.6 References
1.6.1 SNMP Tools

>

Getlf
> http://www.wtcs.org/snmp4tpc/getif.htm

1.6.2 MIB Sites

\A'AAA"

MIBSearch - http://www.mibsearch.com/

OIDView - http://www.oidview.com/mibs/detail.html

IP Monitor SNMP Center - http://support.ipmonitor.com/snmp center.aspx

IP Monitor MIB OID Tree - http://support.ipmonitor.com/mibs byoidtree.aspx
Simple Web - http://www.simpleweb.org/ietf/mibs/

1.6.3 IBM References

>

>

Download Agent Software
& https://www14.software.ibm.com/webapp/iwm/web/reg/download.do?source=dmp&
S PKG=director x 520&lang=en US&cp=UTF-8#x12
Which Agent to use
> http://www-
941.haw.ibm.com/collaboration/ibmwiki/pages/viewpage.action?pageld=8911
Configuration of SNMP for IBM Director Agents
> http://publib.boulder.ibm.com/infocenter/eserver/vir2/topic/diricinfo/fgqm0 t enablin
g snmp _access and trap forwarding vmware.html
Implementing IBM Director 5.20
> http://www.redbooks.ibm.com/abstracts/sg246188.html
IBM Management Documentation
> http://publib.boulder.ibm.com/infocenter/eserver/vir2/index.jsp

1.6.4 MOM 2005 References

>

MOM 2005 Trap Information
2 http://www.momresources.org/momarticles/MOMTelecomSNMP.pdf

1.6.5 Microsoft SCOM 2007 Training Videos

VVVVVVVVVVY

http://www.microsoft.com/winme/0701/28666/About Monitors.asx
http://www.microsoft.com/winme/0701/28666/Management _Packs Demo.asx
http://www.microsoft.com/winme/0703/28666/Add Monitoring Edited.asx
http://www.microsoft.com/winme/0703/28666/Adjusting Monitors with Overrides Edit.asx
http://www.microsoft.com/winme/0701/28666/Tasks Demo.asx
http://www.microsoft.com/winme/0701/28666/Views Demo.asx
http://www.microsoft.com/winme/0701/28666/Rules Demo.asx
http://www.microsoft.com/winme/0703/28666/Whats New for Ops Mgr 05 Edited.asx
http://www.microsoft.com/winme/0701/28666/The Monitoring Space.asx
http://www.microsoft.com/winme/0703/28666/Adjusting Monitors with Overrides Edit.asx
http://www.microsoft.com/winme/0610/28666/DistributedApplicationDesigner RTM 300k.asx
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http://www.microsoft.com/winme/0701/28666/The_Monitoring_Space.asx
http://www.microsoft.com/winme/0703/28666/Whats_New_for_Ops_Mgr_05_Edited.asx
http://www.microsoft.com/winme/0701/28666/Rules_Demo.asx
http://www.microsoft.com/winme/0701/28666/Views_Demo.asx
http://www.microsoft.com/winme/0701/28666/Tasks_Demo.asx
http://www.microsoft.com/winme/0703/28666/Adjusting_Monitors_with_Overrides_Edit.asx
http://www.microsoft.com/winme/0703/28666/Add_Monitoring_Edited.asx
http://www.microsoft.com/winme/0701/28666/Management_Packs_Demo.asx
http://www.microsoft.com/winme/0701/28666/About_Monitors.asx
http://www.momresources.org/momarticles/MOMTelecomSNMP.pdf
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/index.jsp
http://www.redbooks.ibm.com/abstracts/sg246188.html
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/topic/diricinfo/fqm0_t_enabling_snmp_access_and_trap_forwarding_vmware.html
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/topic/diricinfo/fqm0_t_enabling_snmp_access_and_trap_forwarding_vmware.html
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/topic/diricinfo/fqm0_t_enabling_snmp_access_and_trap_forwarding_vmware.html
http://www-941.haw.ibm.com/collaboration/ibmwiki/pages/viewpage.action?pageId=8911
http://www-941.haw.ibm.com/collaboration/ibmwiki/pages/viewpage.action?pageId=8911
https://www14.software.ibm.com/webapp/iwm/web/reg/download.do?source=dmp&S_PKG=director_x_520&lang=en_US&cp=UTF-8
https://www14.software.ibm.com/webapp/iwm/web/reg/download.do?source=dmp&S_PKG=director_x_520&lang=en_US&cp=UTF-8
http://www.simpleweb.org/ietf/mibs/
http://support.ipmonitor.com/mibs_byoidtree.aspx
http://support.ipmonitor.com/snmp_center.aspx
http://www.oidview.com/mibs/detail.html
http://www.wtcs.org/snmp4tpc/getif.htm
http://www.wtcs.org/snmp4tpc/getif.htm
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1.7 Terminology

Blog -

OID -

MIB -

RMS -
SCOM -
SNMP —

SNMP Trap —

SysLog —

VMWare —

VMWare ESX Server —

Is short for Weblog, An online journal on a specific topic or range of topics.
Object Identifier, A permanent number assigned to an object for storage
(persistence). It is typically a long integer, such as 128 bits, that can be
computed using various methods to create a unique number. It functions in a
similar manner to the way a key field does in a relational database record
uniquely identifies that record in a table.

Management Information Base, An SNMP structure that describes the
particular device being monitored

Root Management Server

System Center Operations Manager 2007

Simple Network Message Protocol

A notification event issued by a managed device to the network management
station when a significant event (not necessarily an outage, a fault, or a

security violation) occurs.

A System Log using the defacto standard common on Linux and Network
Devices. Uses UDP port 514.

The company that produces VMWare ESX Server

An application that allows a single piece of hardware to run multiple
Operating Systems of many flavours
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2 Configuring the ESX Server
2.1 Configuring SysLog

Step Action/Outcome Reference

1 Login to the ESX Console using ssh — putty

2 Edit the #vi /etc/syslog.conf add the following: i e 0g.Cco

3 Edit the #vi /etc/syslog.conf add the following: EEEECTYete NN RN oty cY-N sl RN-{010) VAV I 0N/
*x @SCOMRMS . COM

*.* - This is a configurable option: See Appedix A

4 Restart the ESX SyslLog service #service syslog restart
5 Check the ESX Log File for any errors #tail /var/log/messages

¢

See Appendix A for details of syslog.conf configurations.

2.2 Testing SysLog Configuration

Step Action/Outcome Reference
1 Use ESX logger to send a test message #logge o D .wWa g a te
a g o erve
2 Check the ESX log file #tail -f /var/log/messages
3 Check ESX firewall Settings #esxcfg-firewall -g | grep 514
4 Allow syslog outgoing traffic
5

Check open network ports #netstat - an

Proto Local Address Foreign Address
UDP 00 0.0.0.0:514 0.0.0.0:*
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2.3 Configure SNMP Trap to be sent to RMS.

Step Action/Outcome Reference
1 Edit the snmpd.conf file i e o pd.co
2 This is where we will configure it to point to the

ROOt Management Server as We” as the E} ataining VHware MIE wodule entries.
community string to use.

Enter the following:
trapsink 10.0.0.0

Note: You can't have duplicate entries in this file.
It is suggested you configure the other
parameters, sysname, syscontact, syslocation.

3 Restart the snmpd service #service snmpd restart
4 Enable snmpd to pass-through the ESX firewall #tesxcfg-firewall —-e snmpd

5 Verify SNMP is functioning #snmpwalk -v 1 -c public localhost
system
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3 Discovering ESX Servers in SCOM

Step Action/Outcome Reference

1 Open the System Center Operations Manager |
Console Eﬂ Operations Console

2 Click on the Administration tab iy . }
,553 Administration

3 Right-click Administration Administration A mi
5 @

Select Discovery Wizard

I_—ﬁ Discovery Wizard P |

= [z Device Ma g
? r:anaf 'fhl; Create Management Pack
m Agent|
i_'}-' Agent] ﬁij‘ Import Management Packs., ..
2 pet
;—5‘, P:nginn AL Mew User Role »

@" Settings ;ﬂ Create Run As Account. ..
=l (5) Security .
A User R reau Create Run As Profile. ..

%] Run & £ Mew Notification Recipient

) ,ﬁg Run A

-\_4;3\ Managemme ___'] Mew Motification Subscription

=l ] Motification
fﬂ Recipie

d:__'j Subsc

il Connecked
G0 Product o 2| Refresh F5

g, Add Management Group

4 | under Advanced discovery

"r;{ Auto or Advanced?

Select Network Devices

@ Help
Discavery Methad Choose automatic or advanced discovery

e
N et >  Automatic computer discovery
Cl |Ck = Surmmary

Scans the "OBEAL" domain for &ll Windows-based computers.

& Advanced discavery

Allows you ta specify advanced discavery aptians and ssttings,

Camputer 8 Device Types:

Netwiork Devices -

Hote: You can configure how these objects wil be discovered, on the next screen(s)

Management Server

‘ Mext > ; Cancel
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Step

Action/Outcome

Reference

Fill the IP Address Start: and End: fields for your
ESX Server.

Click

% Computer and Device Management Wizard

Discovery Method

17
Auto or ddvanced © Hep

Specify Network Addresses

Select Objects to Manage

Speify a starting and ending addresses
G Start: End:

10.81 .0 .114 1081 .0 114

Simple Network Management Protocol (SNMP) Community Strings

The password used to discover network devices is called a "community string", Plsass
specify your netwark device community string.

Community string:

[public|

AR A | T Caneel

Please wait...

g ) Discovery Progress

Auto or Advanced? =
ut or ddvanced © Hep
Disoovery Method Discavery is in progress
Selest Objeets to Wanage
Ploase wait while we discover computersfnetwork devices on your netwark, This may take
Summan same time depending an the size of your netwark,
Progress:

| |

I\ Mote: To cancel discowery and clase this wizard click 'Cancel,

‘ wr | | el |

When the device is found

- Tick

Click

% Computer and Device Management Wizard

Select Objects to Manage

17
Auto or ddvanced © Hep

Discovery Method Discovery Results

The discovery process Found the following un-managed devicss.

Summary

Select the devices you want to manage:

10.81.0.114

Select All Deselect All
Proxy Agerk
B ol S | Change

AR \ Hest > Caneel
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Step Action/Outcome Reference
8 , Finizh
Click
'r;k Summary
Auto or ddvanced? @ el
Discavery Method Summary
Select Objects ta Manage
Mew devices to be managed: 1
Click ‘Finish' o start managing the devices you selected.
AR A | Erieh Caneel

3.1 Create a Management Pack for ESX

Select Create Management Pack

Step Action/Outcome Reference
1 Open the System Center Operations Manager |
Console E!I Cperations Console
2 Click on the Administration tab oy e P
@ Administration
3 Right-click Administration

Administration £
= G
= [ Device Ma _—l_,:'_, Discovery Wizard

@ Mana

dﬁ Agent |“":H;‘ Create Management Pack [ |

[}.n Agentl 'Jij‘ Import Management Packs...r\:"
5‘" Metwa
& pendin % Mew User Role 3

@‘, Settings
=1 (5 Security
Ig Lser R ,2.;, Create Run &s Brofile. ..

] Run fs

& Run A =2 Mews Motification Recipisnt

0] Create Run As Account,.,

ﬂg‘ Manageme _-_'J Mew Motification Subscription
= L Mokification
__l"fﬂ Recipis W, Add Management Group
“5] Subsc

i, Connected ;
I Product Co 2| Refresh F5
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Step Action/Outcome

Reference

4 Fill in the following fields:

Name: VMWare ESX

& Create a Management Pack n
if General Properties

General Propetties

@ Hep
Eiogledoe Management Pack General Properties
Vesien:  [1000  es 1000
Deescription :
| | concel |/4
5
Click b
if Knowledge Article
General Propetties @ Hep
Knowledge
Edit
s ‘ [ Cede | Concel
3.2 Create Group for ESX Servers
Step Action/Outcome Reference
1 Open the System Center Operations Manager |
Console E!] Cperations Console

2 Click on the Authoring tab

3 Right-click Groups

Select Create a new Group...

| A5 Hgentiess Mana

s

= ‘% anag |—ﬁ Create a new Group. ..
2| Refresh

F5
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Step

Action/Outcome

Reference

Fill in the following fields:

Name: VMWare ESX Servers

Under Management Pack

Select VMWare ESX

Click

@ Help
Explci Memb
it Enter a friendly name and description
Dynanic Members ===
Subgioups Name:
S [MWare ESH Servers
Deseription:
Management pack
Seelect destination management pack:
Vi are £S5 =] New..
\ Hewt» \ Cancel ‘

4

add/Remove Objects. .,

CIick| and add your
VMWare ESX Server. This will be represented by
its IP Address.

Mest »

Note: If you are able to create a ‘Dynamic
Members’ rule then skip this step.

&= Create Group Wizard B

7 Choose Members from a List

General Properties

@ Help
Explicit Group Members (optional)
Dynanic Members e
Choase speciic objects that will be members of this group
Subgioups
Sy add[Remove Objects, .
Group members:
Name |
0310114
<Previous \ Hests \ \ Cancel ‘

4

o _Net> |

Note: If you are able to create a ‘Dynamic
Members’ rule create it here. ie: if all your ESX
Servers are in a group of IP's.

&= Create Group Wizard B

—7 Create aMembership Formula

General Properties

@ Help

Expich Members : 2 .

Dynamic Inclusion Rules {optional)

Use a formula o populate group membership
Subgioups
Excluded Members CreatefEdt pies. .

Query formula:

< Previous Hewt» Cancel
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Step Action/Outcome Reference

7
Click =

3 Choose Optional Subgroups

General Properties

@ Help
Expic Memb
MR Add Subgroups (optional)

Dynaric: Merbers

Choose subgroups to add ta this group.
Excluded Wembers AddfRemove Subgroup:

Subgroups In this group:

Name |
< Previous Hewt> . Cancel
A

8
Click L__2=3te

3 Specify Exclude List

General Properties @ Help
Explicit Members
& Exclude Objects from this group (optional)
Dynarmic: Members
Choose specific obiscts to exclude From this group.

Exclude Objects. .,

Exclued objects:

Subgioups

Name |

<Previous Hiess \ Create Cancel
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4 SCOM SysLog Configuration

4.1 Create VMWare ESX SysLog Alert Rule for Hardware
Monitoring

4.1.1 Example kern.crit

Under Management Pack
Select VMWare ESX

Mest »

Note: Do not select Syslog under collection rules
as you will not get any alerts generated.

General

Select the type of rule to create

Step Action/Outcome Reference
1 Open the System Center Operations Manager |
Console _- Cperations Console
2 Click on the Authoring tab — 5
ﬂ Authoring
3 Right-click Rules = '33 Managernent Pack Objects 1 AD Client PDC Re
i Attributes [ 4D Client Update
Select Creat: I () Monitors i i |
elect Create a new rule... Bl Object Discoveries Jj AD Client Server
I.l F'UIE“_: II L e 0 i 1
(5 Tasks | 1 Create anew rule. . . |
| ] views| 2] Refresh 25 F5
4 Under Alert Generating Rule\Event Based
Select Syslog (Alert) @ Select aRule Type
@ Help

=2 Coles
{Z EventBased

i

= 2 Alert Generafing Rules
{2 Event Based

{5 Gieneiic C5V Test Log (Aler)
1 Geneiic Text Log (&ler)

[ NT Evert Log (8l

[ Srmp Trap [Bler]

MI Event (4ler)
Aules

1] Generic SV Text Log
1 Geneiic Text Log
{5 NT Evert Log
[ SNMP Evert
15 SNMP Trap [Evert)
1 Syslog
15 WMl Event
[23 Perfomance Based

#-[22 Probe Based |
Desciiplion:  Alet on spsiog enties fomwarded ta the Windows computer that maich a speciied expression
Management pack
Select destination management pack:

[hware ESx -] Mew.
| [ e | camed |
i
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Step

Action/Outcome

Reference

Fill in the following fields:

Rule Name: VMWare ESX SysLog 2.2

Description: 2.2 = kern.crit used for Hardware

Alerts

Under Rule target:
Select VMWare ESX Servers

o _Net> |

3 Rule Name and Description

Fiule Type

Buid Event Expression

Configure Aletts

Select rule name, description and target

Ale name

@ Hepp

[VMWare ESX SysLog 22

Deseription (Optional):

2.2 = kem.cit

Used for Hardware Monitaring

Management Pack:  WMu/are ESX

Rule target

M/are ESX Servers

W Rule s enabled

< Previous

Select

Carcel |

Eﬁilnsert «| | Delete X

Expression

| and Group

QF Qroup

Click

Parameter Operator Value

Severity Equals 2

Facility Equals 2

Mest »

Note: This filter looks for the Severity and Facility
parameter to equal 2 which is kern.crit where
most of your hardware alerts should show up.

3 Build Event Expression

Fiule Type

General

Configure Aletts

Filter one or more events

Buid the expression o fiter one or mare events:

Parameter Name
= AND
Facility
» Seveiity

Operator

Equals
Equals

< Previous

Hflngert v Delete X Formula %

Value

@ Hepp

Carcel |

Fill in the following fields:

Alert Description

Alert Message:
$Data/EventData/Dataltem/Message$
Hosthame:
$Data/EventData/Dataltem/HostName$
Priority Name:
$Data/EventData/Dataltem/PriorityName$
Severity:
$Data/EventData/Dataltem/Severity$

Creat
oG]

3 Configure Alerts

Fiule Type

General

Buid Event Expression

@ Help
Specify the information that will be generated by the alert

Alett name: Prigiity:

[Mware ESX SysLog 22 [Medum =~
Alert description: Seveily:

[alent Message: 3D ata/EveniData/Dataltem/Message$ |itical =]

{Data/EveniData/D ataltem /S everity$

Custom dlert fislds. Alert supprassion.

Hostname: $D ata/E ventData/D ataltem/Hosthame  Prioiity
Hame: 30 ata/E ventData/D.atsltem.FriorityN sme$ Seveiity

< Previous

[ et Cancel
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4.1.2 Example daemon.err (Test with Dell Temperature Probe Trigger &

Alert)

Step Action/Outcome Reference
1 Open the System Center Operations Manager |
Console ﬂ!] Operations Console
2 Click on the Authoring tab

ﬁ Authoring

Right-click Rules

Select Create a new rule...

= W Management Pack Objects {5 AD Client PDiC Re

(i] Attributes 5 D Client Update
% Monitors
- J@ A0 Clignt Serverl

;‘# Ohject Discoveries
j_J Rules [ \

= TElsks|_|l_'_,1 Create answrule.. |
| 4] Wiews| 2| Refresh 25 F5

Under Alert Generating Rule\Event Based
Select Syslog (Alert)

Under Management Pack
Select VMWare ESX

Note: Do not select Syslog under ‘Collection Rules’
as you will not get any alerts generated.

JE Create Rule Wizard [x]
g‘ Select aRule Type

@ Help

Select the type of rule to create

=[5 Alen Generating Rulss -
= 127 Event Based

[ Generic C5V Text Log (Aleit)
1 Generic Tew Log (Alen)

5] NT Event Log [Aler]

E p (Aleit)

= [2% Colection Rules

= 127 Event Based
| Generic CSV Text Log
15 Geneiiz Tew Log
B NT Event Log
|5 SNMP Event
] SNMP Trap (Evert] |
15 Syslog
{5 Ml Event

5121 Perfomance Based

+ 1 Probe Based =|

Description:  Alert on spslog entries forwarded to the Windows computer that match a specified expression

Management pack

Select destination management pack:

VMware ESX

| Newt>

| rame |
4

Fill in the following fields:

Rule Name: VMWare ESX SysLog 4.3

Description: 4.3 = daemon.err used Dell
Openview Alerts

Under Rule target:
Select VMWare ESX Servers

o _Net> |

J& Create Rule Wizard ]
a Rule Name and Description

Fiule Type

@ Hep
Gererdl
Select rule name, descroion and taget
Buid Evert Expression
Rude name:
[VMwiare E5X SysLog 43
Descrption (Optional):
4.3 = daemon e used Dell Openview Alets =]
Management Pack: VMW are ESX
Rule target:
[VMware ESX Servers
¥ Rule s enabled
< Previous Nest > Cancel
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Step

Reference

Action/Outcome
I:EH Insett - -
Expression
| and Group
QF Qroup
Click
Parameter Operator Value
Severity Equals 4
Facility Equals 3

b
o N> |

Note: This filter looks for the Severity and Facility
parameter to equal 2 which is daemon.err where
most of your hardware alerts should show up.

[ 12

g Build Event Expression

Fiule Type

General

Configure Aletts

@ Hepp

Filter one or more events

Buid the expression o fiter one or mare events:

Hflngert v Delete X Formula %

Parameter Name Operator Value
> ZanD
Severly Equals 4
Facity Equals 3

<Previous | [ Newt>

Carcel |
%

Fill in the following fields:

Alert Description

Alert Message:
$Data/EventData/Dataltem/Message$
Hosthame:
$Data/EventData/Dataltem/HostName$
Priority Name:
$Data/EventData/Dataltem/PriorityName$
Severity:
$Data/EventData/Dataltem/Severity$

Creat
oG]

g Configure Alert

Fiule Type

General

Buid Event Expression

S

Specify the information that will be generated by the alert

Hlett name:

@ Hepp

Priorty

VMware ES SysLog 4.3

Alert description:

[Medium =~

Severity.

{Data/EveniData/D ataltem /S everity$

[Alert Message: $0 ata/E ventDala/Daialtem/Messaget =
Hostname: $0 atasE ventData/D ataltem/HostName$ Priority
Mame: $0 ata/E ventDiata/D ataltem, PriorityN ame$ Severty:

Custom dlert fislds. Alert supprassion.

< Previous

[Crical =]

=

Cancel

Open Dell OpenManage website

Go to Temperature and change the Maximum
Warning Threshold to a value less that the
Reading.

Maximum Warning Threshold: 25.0

Click Apply Changes

Dell OpenManage Server Administrator

Temperature Pr

[=]--System
[=1+ Wain System Ch
BN

i

Fans
~Firmware
~Intrusion

Mermary

Metwork
~-Ports

Power Supplie

Processors
- Slots

Temperature:

Woltages
[+ Software
[+ Storage

&3

& CPU1

s00c

2600

100C
50C

Iinirnurn Failure
Threshold
Maximum Failure
Threshold
Threshold Settings

Minirnurn Warning
Threshold
Waximum YWaming
Threshold

Nan-Critical
:330C

:50C
800C

[ Set to Default
" Set to Walues

Open the System Center Operations Manager
Console

Al
_- Operations Console
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Step

Action/Outcome

Reference

10

Click on the Monitoring tab

Monitoring

11

Select Active Alerts

You should see an alert in the Active Alerts View

12

Double-click the active VMWare ESX 4.3 Alert

I Note the Alert Description

General ]Product Knowledge ] Company knowledge 1 Histary ] Alert Context | Custom Fields

@ VMware ESXSyslog4 3

Key Details:

Alert source: =aVM\Ware ESE Servers

Alert severity Critical

#Age! S Minutes

Repeat Count: 1]

Owner: ] Change
Ticket ID: |

Alert Description:

Alert Message: Server Adminis Instrumentation Service EventID: 1053 Temperature sensor detected a
warning value Sensor lacation: Chassis location: System Chassis Previous state was: OF

(Mormal) Ter sensor walue (in Degrees Celslus
Hostnamerlorlty Name: daeman.warning Severity: 4

Alert Status:

Once you have identified the problem and taken corrective action, you can select ‘Closed' which will remove
the Alert From the system once changes are committed.

Mew :J

4 Previous 3 Mext oK Cancel ] D I

13

Select the Alert Context tab

I Note the Event Data

Alert Properties n

General l Product Knowledge ] Company Knowledge 1 Histary

;| Custom Fields ]

Date and Time: 14/06(2007 12:15:32 AM Description:
Log Name: SysLog

Source: Syslog

Event Number: 0

Level: ]

Logging Computer:

User:

Event Data:

= Dataltem type =" System.ApplicationLog.SysLogData " ti " 2007-08-
14T00:15:32.4922365+10:00 " sourceHealthServiceld =" ADAAE394-9C36-342B-5B54-
AFEAF8147581 " =
= Facility = 3 =/ Facility =

< Sevety = 4 </ Sevetity =

= Fadlity > 3 =/ Facility »

= Priority > 28 =f Priority =

= PriorityMame = daemon.vrarning =j PriorityName =

= TimeStamp = Aug 13 14:15:22 <f TimeStarp =

= HostMame = 10.81.0.114 =/ HostName =

= Message = Server Administrator: Instrumentation Service EventID: 1053 Temperature sensor
detected a warning value Sensor location: CPU 4 Chassis location: Main System Chassis Previous
state was: OK (Normal) Temperature sensor value (in Degrees Celsius): 29.0 =/ Message >

=i Dataltemn =

4 Previous 3 Mext oK Cancel
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4.2 Create VMWare ESX Alerts (Alert View)

Name: VMWare ESX Alerts

Show data contained in a specific group: VMWare
ESX Servers

Tick 1 of a specific severity
Click specific

Tick 1 Warning

Tick < Critical

Ik
o I

Tick 1 with specific resolution state
Click specific
Tick 2] New (0)

Ik

a1
Ik

o

Name:

Step Action/Outcome Reference
1 Open the System Center Operations Manager |
Console Eﬂ Operations Console
Click on the Monitoring tab
2 9 g Monitoring
In the Navigation Pane = =
3 ? + g web Applicati[ bad I# | 3 Faolder..,
2] Refresh F5 |;*J Alert Wiew [\ |
RIght-ClICk VMWare ESX [t2]  Event view
Select New B state view
Select Alert View ¥ e Ej Perfarmance Yiew
» i:] Diagrarn Yiew
53 Copy Chrl+C =,
¥ s Task Status View
0t .or hide: views. .. x B B | @] web Page View
2 WIEW b [#8]  Dashboard Yiew
s 8_@ Rename Fz .
1 Ly + String CAB1AGIABAERA
!| Monitoring
1’ Authoring
4 Fill in the following Fields:

[rware E5t Alerts

Descriptian:

Critera | Display |

Show data relsted to;

Show data contained in & specfic aroup:

[ Entity

[ vrtware ESx Servers

L] [E=r]

] of & specific severity
] of & speific priory

with specific text in the: description
[ created in spedific time peried

assigned ta a specific owner =
Criteria description (cick the underlined value to edit);
View all slerts
of & Warning;Critical severity
and with New (0] resalution state
oK Cancel
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5 SCOM SNMP Configurations

This section will be written differently as this is where I will endeavour to, as the saying goes, “Teach
you to fish instead of giving you the fish”. I am writing this section this way because depending on
your Hardware Vendor etc you will be using different data and the screens could look different to the
examples I will use. However, I hope to demonstrate the techniques required to create a monitor.

To understand this process you will need to understand a little about SNMP and OID’s. First we will
be setting up a capture for all Traps from a specific device and MIB OID. Second, we will use the data
gained to create a Monitor for a specific requirement.

5.1 Create ‘Trap Rule’ to capture Events from the hardware layer

We need to create a Trap Rule to find out the OID of the Hardware layer being used. In this example
I am using Dell Hardware.

You can also find out MIB OID info from the following sites: (More can be found in Chapter 1.6.2)
> http://www.oidview.com/mibs/detail.html
> http://support.ipmonitor.com/mibs_byoidtree.aspx

Step Action/Outcome Reference
1 Open the System Center Operations Manager P |
Console | pg| Tperations Console
-
2 Click on the Authoring tab — 5
il Authoring
3 Right-click Rules = T Management Pack Objects 1 AD Client PDC Re
i Attributes [ 4D Client Update
) Monitors o
Select Create a new rule... g ; . 15 aD Client Serverl
L_h Ohject Discoveries =
1 _ i S PR 1
_Iﬂ %M Create answrule..
| Views| Z| Refresh 25 F5
| S—
4 Under Alert Generating Rule\Event Based FE Create Rule Wizard x|
Select Snmp Trap (Alert) @ SelectaRule Type
@ Help
Under Management Pack i Select the type of rule to create
Select VMWare ESX et
1 Geneiic C5V Tet Log [Aler)
{J Geneiic Text Log [Alert)
a7 B ST
15 Syslog [Alen
aio = |
=125 Collection Rules
,J‘j E\:er\lgalsed
a6 J Performance Based
Note: Do not select Syslog under collection rules R o
as you will not get any alerts generated. R
Description:  Genetate an alett in response to SNMP iaps
Management pack
Select destination management pack:
[vhdwsare S | New
[ Hen> | cance \’Z
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Step

Action/Outcome

Reference

Fill in the following fields:

Rule Name: VMWare ESX SNMP Rule Monitor
- Hardware Layer

Under Monitor target:
Select SNMP Network Device

Mest »

Note: You must select SNMP Network Device for
this type of rule to work.

IE Create Rule Wizard B

; Rule Name and Description

Rule Type @ Help

Select rule name, description and target
SHMP Trap Provider -
Flule nape:

Configure Alerts
= M are ESX SNMP Rule Moritor - Hardware Layer

Dessgription (D ptional:

Management Pack:  VMware ESX

Flule target
[SNMP Netwerk Device

¥ Ruleis enabled

Peviows | Mews> | ceae | Cancdl |
4

Select Use custom community string

Type public (or what ever you have setup in your
ESX snmpd.conf file)

Tick 1 All Traps

IE Create Rule Wizard x|

; Configure the trap OIDs to collect

Rule Type @ Help
General

 Use discovery community sting

SHMP Trap Provider

Configure Alerts 1+ Use custom community string

Object |dentifier Properties

Object |dentifier

W Al Trape

Peviows | Mews> | ceae | Cancdl |
4

IE Create Rule Wizard B

; Configure Alerts

Fiule Type @ Heb
General

Specify the information that will be generated by the alert
SHMP Trap Provider -

Prigity:
| Medum |
Alert description; Seveiity:
=] [eical |

Custom alert fislds. Alert supprssion.

< Previous

e [ oeae | cancel |/
A
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e To test we will now generate two Hardware alerts. To demonstrate I will change the Temperature
setting of the CPU through Dell OpenManage. Secondly, I will remove a physical Hard Disk.

e First we will change the Threshold Settings of a CPU to be beneath the current temperature
reading. This will now generate an SNMP Trap that SCOM will receive.

Dell OpenManage ver Administrator

I Temperature Probes

A CPUA1
. Status . Mon-Critical
= cnoc Rga_clmg . :33.0C
E Minirmurn Failure 50C
E Thrashold S
E Waxirnum Failure
emperature: E Threshald . 80.0c
o Yoltages = Threshold Settings - & Sef o Default
E . Set to Walues
= hinimum YWarning :
> Threshold : c
2B0C Maxirnum Warning .
Threshald : c
nooc
50¢C

Go Back To Temperature Probes Page Apply Changes

e If you open the Operations Manager Console and look in Active Alerts and you will see the
VMWare ESX SNMP Rule Monitor — Hardware Layer alert.

Active Alerts

J‘“I;ook For: | Find Mo Clear
_J;_J. I..| Source @f-) Marne Res... | Created fge
@ 10.81.0.114 WY are ESY SMMP Rule Monitor - Hardware Laver M 16/08/2007 10:11:36 PM 4 Minutes
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e Double click on the alert and click on the Alert Context tab, and you will see the OID for the Dell
Server. The first parameter of the SNMP trap is the OID, 1.3.6.1.4.1.674.10892.1 this represents
the Hardware Layer. The 764 of the number indicated that OID is from a DELL MIB. See
Appendix B for more.

Alert Properties E |

| Cuskom Figlds I

Date and Time: 16/08/2007 10:11:36 PM Description: ﬂ
Log Mame: SnrnpENent

Source: snmp Event

Event Number: 1501

Level: 10

Logging Computer:

User:

Event Data:

Source 10.81.0.114

Destination 127.0,0.1

Community Skring CAB1AGIADABDAGMA

ErrorCode SuUCCess

Object Identifier Syntax ¥Yalue

1.3.6,1.6,3.1.1.4.3.0 id 1.3.6.1.4.1.674,10592,1
Ip

1.3.6,1,53.1057.1 Address 10.51.0.114

1.3.6.1.4.1.674,1053%2.1.5000.10.6.0 Ockets
1.3.6.1.4.1.674,105%2.1.5000.10.5.0 Integer 3
1.3.6.1.4.1.674,105%2.1.5000.10.4.0 Integer 4
Temperature sensor detected a warning walue Sensor
L.5.6.1.4.1.674. 10892 .1.5000.10.5.0 Octeks location: CPU 1 Chassis location: Main Syskem Chassis

Prewvious state was; OF (Mormal) Temperature sensor value
(in Degrees Celsius): 31.0

3.6.1.4.1.674,10892,1,5000,10,2.0 Oid 1.3.6.1.4.1.674,10892,1.700.20.1.2.1.1
3.6.1.4.1.674,10892,1,5000,10,1.0 Ockets I
JG.61.6.5.1.1.4.1.0 id 1.3.6.1.4.1.674,10892,1.0.1053
.3.6.1.2.1.1.35.0 Timeticks 10558114

—_ = =

& Previous & Dlext O I Zancel | apply |
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alerts:

and testing for your particular hardware.

Monitors.

Alert Properties E

To prove this point and provide another example, this time I will remove a Hard Disk. I received 2

First is one to show the Virtual Disk is degraded, note that it uses a different MIB and the
structure of the alert is different. This is not always the case and is dependent on how your
hardware vendors structure their MIB’s which is why its important to do this type of discovery

Now is a good time to point out that the first 2 rows of the content are the same, row 1 is the
OID and row 2 is the IP Address. We will use this as a base for when we are creating our

izeneral ] Product Knowledge ] Company Knowledge ] Hiskory Alert Cantext lCustu:um Fields ]

Date and Time:
Log Mame:

Source:

Event Mumber:
Level:

Logging Computer:
User:

Event Data:

Source
Destination
Community Skring
ErrorCode

Object Identifier
1.3.6,1.6,3.1.1.4.3.0

1.3.6.1.3.1057.1

G614
RH-RE
RH-RE
RH-RE
RH-RE
G61.401.674,
G61.401.674,
G61.401.674,
JGe1.65101.401.0
JG.6.1.2.1.1.5.0

1.674.
1.674.
1674,
1674,

1

1

1

BT,

e . s

1
1
1
1
1
1
1
1
1
1

29/03/2007 8:22:37 PM
SnrnpENent

snmp Event

1501

10

10.81.0.114
127.0.0.1
CAB1AGIADABDAGMA
Success

Syntax Yalue

id 1.3.6.1.4.1.674.10393.1.20.200

Ip
Address 10.81.0.114

105935.1.20,200.5.0 Integer 4
105935.1.20,200.7.0 Integer 4
105935,1.20,200.6.0 Octets
105935,1,20,200.5.0 Octets
105%935.1.20,200.4.0 Octets
105935,1,20,200.3.0 Octets
105935.1.20,200.2.0 Octets
105%35.1,20,200.1.0 Integer

W00
1.3.6.1.4.1.674.105%3.1.20.140.1.1.1.1
Wirbual Disk. 0 {Wirtual Disk 0)

Controller O {PERC 4/DiC)

Wirtual disk degraded

2057

Cid 1.3.6.1.4.1.674,1058%93.1.20.200.0, 1203
Timeticks 6176

Description:

4 Previous | 4 MNext |

Ik

Zancel
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e Second, you will see that the Rebuild has started, again note the OID.

Alert Properties E

izeneral ] Product Knowledge ] Company Knowledge ] Hiskory Alert Cantext lCustu:um Fields ]

Date and Time: 29/03/2007 8:22:33 PM Description:
Log Mame: SnrnpENent

Source: snmp Event

Event Number: 1501

Level: 10

Logging Computer:

User:

Event Data:

Source 10.81.0.114
Destination 127.0.0.1
Community Skring CAB1AGIADABDAGMA
ErrorCode Success

Object Identifier Syntax ¥Yalue

1.3.6.1.6.53.1.1.4.3.0 id _.§._E-.1.4.1.6?4.10893.1.20.3@@)

Ip
1.3.6.1.3.1057.1 Address 10.81.0.114

G614
RH-RE
RH-RE
RH-RE
RH-RE

1.674.10893.1,20,200,5.0 Integer 3

1.674.10893.1,20,200,7.0 Integer 3

1.674,10893.1.20,200.6.0 Octeks  \O0142

1.674.10893.1.20,200.5.0 Ockets 1.3.6.1.4.1.674,10895,1.200130.4.1.1.2
1

1

1

674,105893,1.20,200.4.0 Ockeks  Physical Disk 1:2
J3.6.1.4.1.674,10893,1.20.200.3.0 Ockets  Controller 0, Conneckor 1
3.6.1.4.1.674,10893,1.20.200.2.0 Ockets  Physical disk Rebuild started
23.6.1.4.1.674,10893,1,20,200.1.0 Inkeger 2065

Jg61.6.5.1.1.401.0 id 1.3.6.1.4.1,674,10393,1,20,200.0,901
.3.6.1.2.1.1.3.0 Timeticks 6277

e . s

1
1
1
1
1
1
1
1
1
1

& Previous | & Dlext O Zancel

¢

See Appendix B for a list of Common Enterprise OID’s.
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¢ You can now find out exactly what these OID’s are by using sites listed in Chapter 1.6.2.

e Here are the details of the 2 OID’s I have received from 2 different sites.

OID produced by Temperature.

Dbject Mame CObject Identifier
Type

@ dell 1.3.6.14.1.674 QBIECT
W server3 1.3.6.1.4,1,674,10592 CBIECT
W baseboardGroup 1.3.6.1.4.1.674.10892.1 OBIECT
OID produced by Hard Disk failure
Global Oid Tree | Mib=: By Hame Mib=: By Category
Qid Lookup: |1 S6.1.41 674108931 .20.200 G

E'- i;u:u (1 ... view details
E| arg (31 ... wiesy detailz
El- dod (8) ... view details
Fis internet (1) ... view details
El- private (4] ... view details
E'- E:nterprises (17 ... view detailz
L:'- u::!ell [674]) ... view details
E| _stu:urage [10893) ... view detailz

E'- s:cuftware (17 ... viewy detailz
E| storageManagement (200 ... viesy details
""" ._31 zoftveare’ersion (1) ... view detailz
] globalStatus (20 ... viewy detailzs
""" ._31 zoftwarebManutacturer (37 ... view detailz

T

""" 1} zoftwareProduct (4) ... view details

._31 zoftwareDescription (5] ... view detailz

- storageManagementinfo (1000 ... view details
- globalData (1107 ... view details
5|
53|

- physicalDevices (1307 ... view details

- logicalDevices (1400 ... view details

S ElcsforageManagementEvert (2003 Dview detals :

""" ;#_}_me_ssagelDEEnt?lj ... viewy detailz
- 13} descriptionBvent (2) ... view details

- 13} locationEvert (3) ... view details

i objectMameEvent (4) ... view details

i ohjectOIDEwert (5] ... viewy details

i ohjectMexusEvent (5] ... view detailz
i currentStatusEvernt (7] . view details

= | previousStatusEvent (8) ... viewy details

bemmnd

o If we take this information and overlay it with our alert you can see from the below images how
the OID data relates to the Alert generated in SCOM.

Page 26 of 59



Alert Properties H

Monitoring VMWare ESX on SCOM 2007 v2.2

General I Product Knowledge I Company Knowledge I History Alert Context ]Custnm Fields ]

Date and Time: 29/08/2007 8:22:37 PM

Log Name: SnmpEvent

Source: Snimp Ewent

Event Number: 1501

Level: 10

Logging Computer:

User:

Event Data:

Source 10.51.0.114

Destination 127001

Community String cAB1AGIABABRAGMA

ErrorCode SuCcess

Object Identifier Syntax Value

S o s e R B s M Did 1.3.6,1.4.1.674,10893,1.20.200

el e o Ll Ip 10,610,114 ‘\R-‘\
Address

1.3.6.1.4.1.674,10893,1,20.200.8.0 Integer
1.3.6.1.4.1.674,10893,1,20,200.7.0 Integer
1.3.6.1.4.1.674.10893,1.20.200.6.0 Octets
1.3.6.1.4.1,674.10893,1.20.200.5.0 Octets
1.3.6.1.4.1,674.10893,1.20.200.4.0 Octets
1.3.6.1.4.1.674.10893,1.20.200,3.0 Octets
1.3.6.1.4.1,674.10893,1.20.200.2.0 Octets
1.3.6.1.4.1.674,10893,1,20.200,1.0 Integer
1.3.6.1.6.3.1.1.4.1.0 Oid
1.3.6.1.2.1.1.3.0 Timekicks

Controller O (PERC 4/DC)
‘Wirtual disk degraded
2057
1.3.6.1.4.1.674,10593,1,20,200.0,1203
6176

Description:

{3} descrigtionEvent (2) .. view details
3] (ocationEvent (3) ... view details
{3} ohjectMNameEvent (41 ... view details
;@,3 ohjectOIDEvent (5) ... view details

I3 okjecthexusEvert (8) ... view details

currentStatusEvent (7 ... viewy details

LE] previousStatusEvent (8] ... view details

i Previous | 4 Mext |

oK, |

Cancel | |

Knowing this information allows us to prepare for the creation of a Monitor and to build an
Expression for the Hardware Layer.

5.2 Create a ‘Trap Monitor’ for Alerting

e Now we will create a monitor, however you can create as many as you require to give you as
much or as little information you desire.
Step Action/Outcome Reference
1 Open the System Center Operations Manager |
Console E!‘I Cperations Console
2 Click on the Authoring tab — z
f]- Authoring
3 RIght-ClICk MOI’\itOI‘S :\\)%J Create & monitor L 4 ||:f_} Unik Manikar...
%RUIE |ﬁ Refresh F5 \{) Dependency Rollup\ﬁonitor.”
=] T dn regate Rollup Monitor ...
Select Create a monitor Ateus Agert Manacer 55 _Asaesets Aok Honkt
Select Unit Monitor...
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Step

Action/Outcome

Reference

Expand SNMP + Trap Based Detection + Simple
Trap Detection

Select Event Monitor — Single Event and
Single Event

Under Management Pack
Select VMWare ESX

Mest »

‘@ Create a unit monitor x|

Q Select aMonitor Type

@ Help

General

Select the type of monitor to create
First SrmpTrapProvider

o 7 SNMP
- [21 Probe Based Detection
=[5 Trap Based Detection
# B Repeated Trap Detestion
=1.[% Gimple Trap Detection
() Event Moritor - Single Event and Single Event
+1 [2 Whl Performance Counters
- LogFiles
w23 Windows Events
[ £ Windows Services
= £ Windows Performance Counters
w3 Seripting
41 [ Wl Events

Build First Expression
Second SnmpTrapProvider
Build Second Expression
Corfigure Hezlth

Corfiqure Aletts

Description Twio states moniter, each associated to an event

Management pack

Select destination management pack:
Vb are ESX | New.

[ R

Cancel \/
A

Fill in the following fields:

Name: VMWare ESX SNMP Alert Monitor -
Hardware Layer OID
1.3.6.1.4.1.674.10893.1.20.200

Monitor target:
Select SNMP Network Device

Parent Monitor:
Select Availability

Mest »

Note: You must select SNMP Network Device for
this type of monitor to work.

® Create a unit monitor [ x|

O General Properties

Maritor Type: @ Heb

General properties
First SrmpTrapProvider -

Speciy the name and desciption for the maritor you are creating.
Build Fist Expression

Name:

[\Mware ESX SMMP Alert Monitor - Hardware Layer 1D 1.3.6.1.4.1.674.10893.1.20.200

Second SnmpTrapProvider

Build 5 ol E
e Desciption (Dptional)

[ This rule will detect a Disk Failure on a Dell ES2 Server. J

Corfigure Health

Corfiqure Aletts

|

Management pack:  VHMWare ESH

toniitar target:
[SHMP Network Device

Select
Parent maritor:
[ Auvalabiity =l

I Monitor is enabled

< Previows | [ Hent> |

Cancel \/
A

Select Use custom community string

Type public (or what ever you have configured in
your ESX snmpd.conf file)

Under Object Identifier Properties
Type 1.3.6.1.4.1.674.10893.1.20.200

Note: This is the OID we just generated and
collected after removing a Hard Disk.

® Create a unit monitor [ x|

O Configure the trap OIDs to collect

Monitor Type: @ Heb
General
" Use discavery communiy sting

% Use custom commurity string

Build First Epression

Second SnmpTrapFrovider [oeseed

Build Second Expression Object Identfier Propetties

Corfigure Health

Object |dertifier

Corfiqure Aletts

I~ Al Traps

< Previows | [ Hent> Cancel
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e At this point I will try to provide an understanding of how to come up with the required
Parameter Name, Operator and Value you require for the next step.

o The Parameter Name field for SNMP refers to the line of data received in an SNMP Event or
Alert. For SNMP the Parameter Name will be:

/Dataltem/SnmpVarBinds/SnmpVarBind[ X]/Value

Where X equals the row of interest in the Alert.

Alert Properties ﬁ i

zeneral ; Product Knowledge ; Company Knowledge ; History  Alert Conkext iCustn:nm Fields ;
Date and Time: 29/08/2007 3:22:37 PM Description: =l
Log Mame: SnmpEwvent
Source: Snmp Event
Event Number: 1501
Level: 10
Logging Computer:
User:
Event Diata:
Source 10,81.0.114
Destination 127.0.0.1
Conmmunity String CAB1AGIADABPAGMA
ErrorCode SuCcess
Object Identifier Syntax ¥Yalue
11.3.6.1631.1.430 id 1.2.6.1.4,1.674,.10893,1. 20,200
I
2 1.3.6.1,3.1057.1 dedress 10.61.0.114
3 1.53.6.1.4.1.674, 108931, 0 Integer 4
4 1.73.6.1.4.1.674, 108931, 0 Integer 4
5 1.3.6.1.4.1.674, 108931, 0 Ockets 000
B 1.3.6.1.4.1.674.10893.1. 0 ockets 1,3.6,1.4,1,674,10893,1,.20.140,1.1.1.1
T 1.3.6.1.4.1.674,10893,1, 0 Ockets  Wirkual Disk 0 (Virkbual Disk 00
B 1.3.6.1.4.1.674. 10893, 1., 0 Octets  Conkroller O (PERC 4/DiC0)
9 1.5.6.1.4.1.674, 10893, 1, 0 Qctets  Virtual disk degraded
101.3.6.1.4.1,674,10593.1, 0 Integer 2057
111.3.6.1.6.3.1.1.4.1.0 Qid 1,3.6,1.4.1,674,10893,1,20,200,0,1203
121.3.6.1.2.1.1.3.0 Timeticks 6176

NOTE: The issue with how SCOM handles this information is a little backwards, as you
can see the next octet after the base OID runs from high to low. Ie: .200.8 is on line 3
and .200.7 is on line 4. Unfortunately all Trap can have as many or as little octets thus
making Expressions harder to compile.
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e From one of the many website that have a list of all the MIB I found what the data for the

currentStatusEvent field was.

STORAGEMAHAGEMENT-MIB :: currentStatusEvent

Hame Y21 currentStatusEvent
Oid 1.36.1.41674108931.20200.7
Path iso . org . dod . inkernet . private . enterprises . dell . storage . software | J
storageManagement | storageManagementEvent . currentStatusEvent J
Type DellStatus
Known-Values | other (13 ﬂ
Access
Status
Description nonCritical (4)
pt critical {5)
nonRecoverable (/)
7 | To continue we will need to create an Expression.
O Build Event Expression
Maritor Type: @ Heb
General

¢

See
Appendix C

for more
Expression
examples.

Filter one or more events
First SrmpTrapProvider -
Build the expression to fiter one of more events:

Build First Empression

Second SnmpTrapFrovider cfinsert - | Delete X | Formula e
Build Second Expression Parameter Mame Operator Walue
Corfigue Healh = AHD

Dataten/Srmparkind.. Equaks 1.36.1.4.1.674.10833.1.20.200
Corfiqure Aletts

2 AND

» /Dataltem/SnmpVaiBL.. Gieater than or equal to 5

< Frevious New> | | camcsl |
4
8 Select Use custom community string
Q Configure the trap OIDs to collect
Type public (or what ever you have setup inyour | e
ESX snmpd.conf file) e
First SnmpTrapProvider " Use discovery community sting

Under Object Identifier Properties
Type 1.3.6.1.4.1.674.10893.1.20.200

o _Net> |

Note: This is the OID we just generated and
collected from the ‘Hardware Rule’.

* Use custom community shing

Build First Expression

Build Second Expression Object Identiier Propatties

Corfigure Health
Object dertifier

Corfiue Alerts g 1361.471674108831.20200
*

I Al Traps

<Evevmus‘ Newt> Cancel ‘
A
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9 To continue we will need to create an Expression.

Q Build Event Expression

Moritor Type @ Hep

Genera
Filter one or more events
@ (et S e -
——— Buid the epression 1o fiter one of more everts
See Second SnmpTrapProvider insert - | Delsts X | Formla e
) = Parameter Name Operater Value

Appendix C Carfigure Healtn SIEHD

— JDataltem/SrmpiaBind. . Equals 136141 6741033.1.20.200
onfigure Alerts
for more 5 AND
Expression » /Dataltem/SnmpVarBi..  Less than or equal to 4
examples.

Mest »

< Previows | [ Hent> Cancel |

4

10 This is where we will now specify that if the 1 o x|

Expression conditions are met to set the alert to Q Configure Health
Critical and if the 2" Expression conditions are
met to set the alert back to Healthy. Moritr Type

@ Help
Genera

ik Map monitor conditions to health states:
Fist SrimpTrapProvider —

Change First Event Raised Health State R
Second SnmpTrapProvider Manitar Candition Operational State Health State
to Critical (B s s Second Evert Rased | Second Event Raised (D) Healthy

» First Event Raised | First Event Raised @) Critical -
) MHewt »
Click

Specify what health state should be generated for each of the conditions that this monitor will detect:

Corfigure Aletts

< Previows | [ Hent> | camcsl |

4

11 | Tick ¥l Generate Alerts for this monitor

O Configure Alerts

Create Moritor Type @ Help
Click General

Alert settings

First SnmpTrapProvider
W Generate alerts for this monitor

Build Fist Expression
Sl S P Bz cn chii s
| The maritor is in 5 ciitical heath state |
Build Second Expression
Corfigure Health ¥ Aulomaticaly resolve the alert when the montor retums to 2 healihy state

Alert properties

Alert name: Pigrity:

[ihuriare E5 SNMP Alert Monitor - Hardware Layer 01D 1.3.6.1.4. [Medium |
Aleit deseription Severity

I |

|

< Previous Create Cancel ‘
A

e For steps 7 & 9 you will need to create your own Expression and from the information provided I
hope I have shown the method finding out how to figure this out.
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¢

See Appendix C for more Expression examples.
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¢ You can now test this Alert by doing the same test as in Chapter 5.1.

e Here I will generate a Hardware alert again, I have created a couple of monitors for each of the
OID’s I expect to receive. To prove this monitor is working I will change the Temperature setting
of the CPU through Dell OpenManage.

¢ I would suggest that you clear out the old alerts from the Active Alerts view for easy identification
and testing.

¢ Change the Threshold Settings of a CPU to be beneath the current temperature reading. This will
now generate an SNMP Trap that SCOM will receive.

Properties 1 Alert Management
I Temperature Probes

Firmware A CPUA1

Intrusion

. Status . Mon-Critical
Reading :330C
= HOC inirnurn Failure E50C
E Threshald C T
E Maximum Failure .
E Threshold e
[ Softwars E Threshold Settings © % Set to Default
....... Storage E . Set to Walues
E hinimum YWarning _
> Threshald : c
220 Maximum YWarning .
Threshald : €
100
s0cC

Go Back To Ternperature Probes Page Apply Changes

¢ Open the Operations Manager Console and look in Active Alerts and you will the VMWare ESX
SNMP Alert Monitor — Hardware Layer alert.

Active Alerts

ul&l;ook For: | Find Mo Clear

_’;;l I..| Source
&  10.51.0.114 ! ¢ IPM 1 Minute

Res... | Created Age

¢ Since we now have a monitor functioning you can now select the Network Device State and
see that the state of that device has changed from Healthy to Critical.

= |05 Wetwark Device
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Network Devices State (&

J&Look for: | Find Maw Clear
Skate @i) Device Name MName Display Mame Device Description

L] 10.81.0.114 10.51.0.114 Liri: I, =, 4.7 1-47.0.1. ..
(:f) Healthy I 10.88.8.2 10.83.8.2 Cisco Internetwaork Operating Systen Softwar, .,
{) Healthy A 10.88.8.3 10.85.8.3 Cisco Internetwork Operating Systemn Softwar,

5.3 Disable the Trap Rule

To reduce the number of alerts when a Hardware Trap is sent we can now either delete or disable
the Hardware Rule alert. Search the rule for ESX, highlight VMWare ESX SNMP Rule Monitor —
Hardware Layer and select either Disable or Delete.

= Type: SMMP Mebwork Device (1)

L P T Sy R LY

J'E Create a new rule, ..

SHIMP Rule Monitor - Hardware Layer

= Type: YMWare ESE Servers (2)

15 wrtware ES¥ SysLog 2.2 f'___ Properties WM are ESY
1 wMiare ESX SysLog 4.3 E‘j Disable _> % iare ESK
W Overrides b

Crverrides Summary

2] Refresh Fa

Page 34 of 59



Monitoring VMWare ESX on SCOM 2007 v2.2

6 Configure usability

Having completed the Alerting setup now we need to create some views that will make Administration
easy.

6.1 Create Views

I believe most environments would benefit from 3 main Views.
1. VMWare ESX Alerts — Used by System Administrators of your ESX Environment
2. VMWare ESX Servers — This will allow you to view the Status of all your ESX Servers.
3. VMWare ESX Environment — A diagrammatic view of your ESX servers.

Earlier we already created the VMWare ESX Alerts view.

6.1.1 VMWare ESX Servers (State View)

I find the following settings work well:

Under the VMWare ESX folder in Monitoring, Create a State View with the following settings:

Mame:

Descripkion:

Critetia l Display ]

Showw data related bo: Show data conkained in & specific group:

|j SHMP Metwork Device | |5 VYMWare ESE Servers | Clear
Properties E

Mame:
|\-'MWare ES¥ Servers

Descripkion:

Criteria  Display ]

Columns to displays ﬂ
= St - Sort columns by Group items by
| Maintenance Made [ |N‘5"""E ﬂ | J ;
w| Device Name
7 Name ™ fAscending Then by
w| Device Descripkion ' Descending | E:
w| Device Location
¥ Device DI Then by
Path | E=
IP Address - (&

Your Display will look like this:
VhWare ESX Servers (1)

| Lok far: | Find Mow — Clear %
State Q‘“-) Device Marne Marne Device Description Device Location Device OID
| I 10.81.0.114 Lirn: | .. 71-47,,, 1.3.6.1.4.1.8072.3.2.10
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6.1.2 VMWare ESX Environment (Diagram View)

If you would like to view or break down your environment into a nice single icon or group of icons to
show the health of your environment then this chapter should help with that.

Step Action/Outcome Reference
1 Open the System Center Operations Manager |
Console E!—I Operations Console
2 Click on the Authoring tab — :
i]- Authoring
. . - 3, [HE3 EPA L
3 nght'cllck Monitors ?% Create a manitor ¥ || () UnicMaritor...
ﬁ Fules 2| Refresh FS |\@ Dependency Rollup Monitar,.. !:
=| Tasks O "
Select Create a monitor 2 vimws Aot Manager |00 #a9reaeie Rolup Moritor. .
Select Dependency Rollup Monitor
4 | Filin the following fields:
Q‘S General Properties
Name: VMWare ESX Dependency Monitor _
General Properties @ Hep
Monitor Dependency General properties
Under Monitor ta rget: Health Rolup Palicy Specify the name and description for the manitor
Configure Alerts Mame:
Select VMWare ESX Servers [¥MWare ES3 Dependancy Moritor
Desgription (Optional]
Bl
Under Parent Monitor: g
Select Availability R
[VMwiare ESX Servers | selct |
Parent moritor.
Under Management Pack: [Bvalatity =
Select VMWare ESX W Monitor is enabled
Management p__a(k
Select destination management pack:
Mest = \hudare ESX &l Naw
Click —
\ Hewt> | Cancel \
4
Note: You must select SNMP Network Device for
this type of monitor to work.
5 | Expand Entity (Membership) + Entity Health
Select Ava“ab“ity Q‘S Configure Monitor Dependency
_ General Properties @ Help
. -e:-ct > M : onitor Dependenc
Click — Health Rolup Poiicy menkerpew ¢
Select a monitar to depend on from the: following related types:
Configure Alerts + > Eviiy Hostng]
=1-¢> Enity Membership)
= 54 Entity Health
Availability
Configurstion
Performance
% Secuity
-4 Entty [Microsoft SystemCenterInstanceBraupCantainsE rities)
< Previaus \ Hewt> Cancel
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Step

Action/Outcome

Reference

Select the appropriate setting for your situation.

Mest »

*o Create a dependency monitor

% Configure Health Rollup Policy

General Properies © Hep

Monitor Diependency

Health Rollup Policy

The health stats i detemined by:
Configure Aletts
& ‘worst state of any member

" Warst state of the speciied percentage of members in good healh state:
" Best state of any member

Example rolup

% Group State =3
(-;) (2 ':? @ @ = Unhealhy
3 o a3 L] 1\ = Warring
Domputer 1 Compuer 2 Compuer3  Computerd | ) - Heaty
e Menbers

Monitoring Unavailable and Maintenance Mode

Moritoring unawailable:  [Rollup moritoring unavaiable as errar

= |
5|

Maintenance mode: 1gnore

(Erev\uusJ Hext> ] B J

4

Creat
oG]

« Create a dependency monitor
% Configure Alerts

(6]

General Propertiss @ Help

Manitor Diependancy At setti
ert settings

Health Rellup Policy

I Generate sleits for this monitor

Generate an alert when

[ |

=

Alert properties
Alert name: Pririty

Alert desciption: Severly

O p—

=

=]

< Previous |[re=e Cancel
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Under the VMWare ESX folder in Monitoring, Create a Diagram View with the following
settings:

E YMWare ESX Environment E

Dezcnption ;

Target
Whi'wfare ESe Servers

Diagram Properties l Object F'ru:uperties] Line Properties

Lewvels ta Show :

|2 ::l [Specify how many level: deep you would like to be dizplayed
when firgt opening the diagranm wiew]

Layout Direction ;

|Nu:urth St ﬂ [Chooge the lapout direction you want b set for your

diagram wiew. &l the objects will obey the direction zet
here]
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BE vMWare ESX Environment E

Mame :
|"-.J'M'W'are E S+ Ervvironment

Deszcription ;

Target
Wil are ESH Servers

Diagram Properties | Line Properties

Containment Style
" Bowx

* MonBaox

Modes Per Row :

10 ::l [Specify the maximum number of nodes per row in a box node]

BE vMWare ESX Environment E

Mame :
|"-.J'M'W'are E S+ Ervvironment

Deszcription ;

Target
Wi are ESH Servers

Diagram F'ru:uperties] Object Properties E"E'ilﬁlé"ﬁf.aaélflﬁé '''' l

Containment Line MHaon Containment Line
Color . Caolar : .
Swle:  [Solid | Stle:  |DashDatDat Ba

whdth [ - Wwidth: |4 -+
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Your Display will look like this:

VhMWare ESX Environment

—¥

YMWare
ESX Serv..

@

e

10.81.0.114

6.2 Create Tasks
6.2.1 Create task to run ‘PuTTY’

Step Action/Outcome Reference
1 Download and copy a copy of the PuTTY = Command Prampt
application to a directory of your choice. Ci\Tooloddin
Voline Serinl Runbes: 1 cHBI-Eeve
Directory of C:\Tools
For these instructions I have copied a copy to e am
C:\Tools on the machine that runs the Operations A 421888 putty.oxe
Console 3 Dircss 78,466,985.984 bytes fwee
2 Open the System Center Operations Manager P |
Console _!] Operations Console
3 Click on the Authoring tab — 5
il Authoring
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Step

Action/Outcome

Reference

Under Console Tasks

Select Command Line

o _Net> |

B Create Task Wizard [ x|

Belect a Task Type

@ e

EozelRats Select the type of task to create

Command Line

=27 Agent Tasks
[E] Command line
[ Run a scipt
=[5 Console Tasks
(] Alert command line:
B} Command line
(5 Event command line:

Description:  Create this task b run a command line application or batch file,

Management pack

Select destination managemert pack:
Vb are ESX | New:

‘ Newt > ‘

Cancel |

4

Fill in the following fields:
Task name: PuTTY

Under Monitor target:
Select SNMP Network Device

o Net> |

B Create Task Wizard x|

General Properties

Task Type

@ Help
Enter task name, description and target
Cormand Line -
Task name:
[FuTT?
Desciiption (Dptional):

Management Pack:  Vifware ESx

Task target:
[SHMP Netwark Device

Select...

New> | | camcsl |

< Previows |
4

Fill in the following fields:
Application: putty.exe

Parameters:
$Target/Property[Type="System!System.En
tity"]/DisplayName$

Tick =] Display output when task is run

ate

Click

Note: If you just put the name of the .exe file in
the Application field the .exe file must reside in
directory specified in the the OS'’s ‘PATH’
statement. You can also put the full path in this
field.

B Create Task Wizard x|

General Properties

Task Type @ Hep

BGeneral Properties

Specify command line

Application

[puty.exe

Parameters:

Entity" /D ﬂ

[ 6T arget Fropen, [T ppe="

Additional settings

Working dectary
[ Erowse.

I Display output when this task is run

< Previous

| [ceate Cancel
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6.2.2 Create task to run ‘Virtual Center 1.31°

Step

Action/Outcome

Reference

1

Install Virtual Center on the machines that will be
used to monitor your Virtual Center environment.

Open the System Center Operations Manager
Console

A
_'!] Cperations Console

Click on the Authoring tab

g Authoring

Under Console Tasks

Select Command Line

o Net> |

B Create Task Wizard [ x|

Belect a Task Type

@ Hep

BGeneral Properties

Select the type of task to create
Command Line

o123 Agent Tasks
[E] Command line
[ Run a scipt
125 Console Tasks

it command line

Description:  Create this task b run a command line application or batch file,

Management pack

Select destination managemert pack:
Vb are ESX | New:

‘ Newt >

| camcsl |
4

Fill in the following fields:
Task name: Virtual Center 1.31

Under Monitor target:
Select SNMP Network Device

o _Net> |

B Create Task Wizard [ x|

General Properties

Task Type @ Help
General Froperiios _

Enter task name, description and target
Cormand Line

Task nape

[iirtual Center 1.31]

Desgiption (Dptional):

Management Pack:  Vifware ESx

Task target

[SHMP Netwark Device Select..

< Previows | [ Hent> Cancel
4

Page 42 of 59




Monitoring VMWare ESX on SCOM 2007 v2.2

Step

Action/Outcome

Reference

Fill in the following fields:

Application: C:\Program

B Create Task Wizard [ x|
General Properties

Task Type

Files\VMware\VMware Benerl Propaies 7 @ teo
VirtualCenter\vpxClient.exe Specty commentiine
Application
[C\Program VitualCenter\vpsClient.
cionl e | -
‘wiorking directony.
‘ _biowes.. |
I Display output when this task is run
< Previous [[oeate | carcel
6.2.3 Create task to run ‘Virtual Center 2.02’
Step Action/Outcome Reference

Download and copy a copy of the PuTTY
application to a directory of your choice.

For these instructions I have copied a copy to
C:\Tools on the machine that runs the Operations
Console

mand Prompt

IC:\Tools>dir
Uolume in drive G has no label.
Uolume Serial Number is CBZ1-E69%

Divectory of C:\leols

<DIR>
<DIR>

421,888 ‘putty.exe
421.889 hyces

File<s> . ytcs
2 Dircs>  78,466,985.984 bytes free

IC:.\Tools>

Open the System Center Operations Manager
Console

d
_-_] Operations Console

Click on the Authoring tab

|_;|7 Authoring

Under Console Tasks

Select Command Line

Mest »

W8 Create Task Wizard [ x|
Select a Task Type

@ Help

General Prapetiies

Select the type of bask to create

Command Line

=17 Agent Tasks
[ Command line
(] Run a scipt
=125 Console Tasks
CF) Alent command line:
5 line

(5] Event command line

Desciption:  Creale this task ta run a command fine applicatian er batch fik.

Management pack

Seelect destination management pack:
VMW are ESH | Hew

‘ Newt> ‘

Caneel |
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Step Action/Outcome Reference
5 Fill in the following fields:
General Properties
Task name: VMware Virtual Infrastructure
- &) Hel
Client 2.02 , o
Enter task name, description and target
Command Line I
Task name:
Under Monitor target: [tiMware: Vitual Infrastruchure Client 2.02
Description (Optionall:
Select SNMP Network Device =
. Mest »
Click [
Management Pack: Vv ame ESx
Task target:
[SHMP Netwark Device Select..
< Previous Newt> | | camcsl |
4
6 Fill in the following fields:
General Properties
A_ppIication: C:\Program ) — o
Files\VMware\VMware Virtual R
- - Specify command line
Infrastructure Client 2.0\vpxClient.exe Conmand Lne ==
Application
[C:\Program Files M ware\WMuare Vitusl Infrastructure Chient 2. D'wpsClient sxef
Parameters:
) Create — ,
Click Y
Additional settings
‘wiorking directory:
Erowse.
I Display output when this task is run
< Previous | [ceate Cancel ,

6.2.4

Create task to run ‘WinSCP 4.03’

Step Action/Outcome Reference
1 Download and copy WinSCP to a directory of your
choice.
For these instructions I have copied a copy to
C:\Program Files\WinSCP on the machine that
runs the Operations Console
2 Open the System Center Operations Manager |
Console _- Cperations Console
3 Click on the Authoring tab

g Authoring
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Step

Action/Outcome

Reference

Under Console Tasks

Select Command Line

B Create Task Wizard [ x|

Belect a Task Type

EozelRats Select the type of task to create

Command Line

o123 Agent Tasks

[E] Command line

[ Run a scipt
125 Console Tasks

(] Alert command line:

=]

nand line

vert cammand fine

Description:  Create this task b run a command line application or batch file,

Management pack

Select destination managemert pack:
Vb are ESX | New:

‘ Newt > ‘

Cancel \/
A

Fill in the following fields:
Task name: WinSCP 4.03

Under Monitor target:
Select SNMP Network Device

o Net> |

B Create Task Wizard x|

General Properties

Task Type @ Help
Enter task name, description and target
Cormand Line -
Task name:
ftwiinSCP 4.03
Desciiption (Dptional):

Management Pack:  Vifware ESx

Task target:
[SHMP Netwark Device

Select...

<Proviows | Newts> | | camcsl |

4

Fill in the following fields:

Application: C:\Program
Files\WinSCP\winscp403.exe

Parameters:
$Target/Property[Type="System!System.En
tity"]/DisplayName$

B Create Task Wizard [ x|

General Properties

Task Type @ Hep

BGeneral Properties

Specify command line

Application

|- \Progiam Files\WinSCPwinsepdl. exe

Parameters:

[ 6T arget Fropen, [T ppe="

Entity" /D ﬂ

Additional settings

wiatking diector
I Browse,

I Display output when this task is run

< Previous

| [ceate Cancel
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6.3 Create Alerting
6.3.1 Create User Role — “VMWare ESX Operators”

Step

Action/Outcome

Reference

1

Open the System Center Operations Manager

Console

E'ilﬂ Operations Console

Click on the Administration tab

@ Administration

Right-click Administration

Select New User Role

Select Operator...

=l (5] Securit
5] i = Profile: Author (1)

3] Run As Ac
i &% Run As Pr
3 Management P

= =1 mokifications
fy Recipients

Discavery Wizard ager Authars

Create Management Pack (1)

Import Management Packs. ., ager Operators

=E] Subscriptio‘ Mev User Rale > | :% Operstor.. [,
Connecked Mar
i SN p— Create Run As Accourt. . % Read-Only Operator...
Create Run As Profile... EA’ Authar...
% Advanced Cperator...
Mew Notification Recipient ko reoporcoporar,

Mew Natification Subscription curity Administrator (1)

b PRk S H

Add Management Group ager Report Security Administrators

2| Refresh F5

Fill in the following fields:

User role name: VMWare ESX Operators

Click and select all users required
from your Active Directory

Click

"« Create User Role Wizard - Operator Profile u

% General

T @ Heb
Group Seape General
Tasks
User role name: User role pembers: dpadd.. X
Views
[uravisre €5 Operators Member Nar Domain
Summary —
Description
Brofie
[Operator

Profile description:
The Cperator profil includes a set of privieass
desigried for Users that need access to Alerts,
Views and Tasks, A rols based on the
Operators profie orants members the abilty to
interact with Alerts, execute Tasks and access
Views according o Hheir confioured scope.

|

= | comce |

4

De-Select the first tick box (Management Group)

Select only: VMWare ESX Servers

Click

“% Create User Role Wizard - Operator Profile H

% Group Scope

General @ Heb
Approve groups
Tasks
- Wembers of this user rols can monitor objects in approved groups.
Evs  MErespumiss
Summary 2
5QL 2000 Computers =)
[] 501 2000 DG Engine Group
[] 5L 2005 Computers

[[] 50L 2005 DB Engine Group

[] 5QL 2005 Replication Computers

[] 5Q Camputers

[] 5Q Instances

[] 5QL Server 2000 Databases

[] system.iom BackuvardCompatibiity. ScriptDiscoveredComputerGroup
] Terminal Services Computer Group

[0] v Candidates

ws 2003 Servers Computer Group
[] Windlows Client 2000 Compuker Grop
] Windlows Clisnt Camputer Group

[] windlows Client Instanees Group

[] windlows Client xP Computer Group

] windlows Server 2000 Computer Group
] windows Server 2003 Computer Group
] windows Server Computer Group

[] Windlows Server Instances Group

<Previous | [ Hert» Carcel |
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Step

Action/Outcome

Reference

You have the option to allow any users to only
have access to PUTTY or any other application
individually. If you leave the default they will have
access to all Task that are in the Management
Pack. If you completed the previous chapter this
will include PuTTY.

Mest »
ick

Create User Role Wizard - Operator Pre

"\ES; Tasks

Gieneral @ Hep
Group Seape Approve tasks
Members of this user role can execute approved tasks.

Views (% Al tasks are automatically approved, including tasks in Management Packs impotted n the fubure
Summary " Qnly kasks explctly added to the ‘Approved tasks’ ard are approved

Approved tasks: X

Task | Management Pack.
Task destription:

L Lo

Note; Console kasks cannak be scoped with user roles,

<previus [ [ Her> |

Cancel |

4

De-Select all

Tick 5 VMWare ESX

cick

“% Create User Role Wizard - Operator Pre

'tEg ; Views

General @ Hep
Group Seape Approve views
Tasks
Hiembers of this user role can see approved views, Limiting sccess to viens does not imit access ko the underlying data
TR o crarting sccessto Views coes o expand the Lser ol scope cn managedobjecs. Users can ako creats
Eheir o Yiews as part of He by Workspacs custonizations.
Summary

Al views are automatically approved, Including views In Management Packs mported in the Future
& Crly the views selected below are approved
Approved views:
[ Microsoft Windows Internet Information Services B
L Microsoft Windaws Print Server
L Micrssoft Windaws Server
LA Micrasoft windaws Terminal Services
=3 metwork Device
[CIC3 operations Manager
I3 QBE Internal (ware)
D3 QBE Intranet Sites
O3 50L Management Pack Overtides
Synthetic Transaction

YiWare ESX Alerts

| VMar e ESK Ervironment:
iWare ESX Servers

3 Web Application

Expand Al Collapse Al

<previus | [ > |

Cancel |
4

“% Create User Role Wizard - Operator Pre

‘\Eg ; Summary

General @ Hep
Group Seope: Summary
Taske
User role properties:
Views

Property Name
8, user ol neme
48, bescrition

Froperty Value
WMWare ESX Operators

M, Profile Operator

8 user role members —

5 Group Seape — 10512 S Servrs
= Tasks Al

7 Views MWare ESX Alerts
WMWare ESK Environment:

WMWare ESX Servers

| [t Cancel

< Previous
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6.3.2 Create a Recipient

If you haven't already got a Recipient setup, the you will need to create one.

Step Action/Outcome Reference

1 Open the System Center Operations Manager |
Console Eﬂ Operations Console

2 Click on the Administration tab iy . }
"».Cg Administration

3 Right-click Administration -
- 25 Devics Mz _—ﬁ Discovery Wizard

Select New Notification Recipient @ Mana j‘f Create Management Pack
ﬁ- Agent] =
G Agent| % Import Management Packs. ..
S Mebw -
&4 perdi 44 Mew User Role 3

'a-"«‘ ol ] Creaks Run As Account,..

=] (5] Security

,a Iser F

Creake Run As Profile...

o

] Run .ﬂ.|
IE% Run

'3: Managem

= =] Motificatic

rll Recipi

_J' Subsc

i, Conneche

25 Produck € 2| Refresh F5

Mew Mokification Recipient

Mew Motification Subscription

il g

Add Management Group

4| nthe General Tab

| Matification Devices }

Select the username of the recipient

Matification recipient dizplay name:
| —— .

% Abways send notifications

And the notification times

 Drly send notification during the specified times:

Schedules to send. ><
Date Range Time Range Weekdays

Exclude schedules: X
D ate Range Time Range ‘wieekdays

oK | Cancel Apply
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Step Action/Outcome Reference

5| In the Notification Devices Tab

General Motification Devices ]

C“Ck E Add. v and ﬁ" in the appropriate Nolifications are sent using the addiess and schedule configured in each device

Settings. Each notification device may have a different schedule and delivery address.

Ik
o T

Motification devices: dpadd 7 Edt ) Remove
N

oK. | Cancel Apply

6.3.3 Create a Subscription

Step Action/Outcome Reference

1 Open the System Center Operations Manager |
Console E!I Cperations Console

2 Click on the Administration tab o :
403 Administration

3 Right-click Administration Administration Administr

S - Sl
Select New Notification Subscription =] [ Device Ma _—ﬂ Discovery Wizard
@ Manag s
1 Create Management Pack,
“ Agent &‘\ ?
Eif Agent Al']-'g‘ Import Management Packs. ..
_—55 Metwg 8 e Ussr Rol
8% pendi 4% Mew User Role »
'aa"-‘ SIS 0] Create Run As Account...
=l (5] Security
A User R .Qﬁ, Create Run &s Profile. ..
@l Run & 4y Mew Notification Recipient
&.}, Rur &

‘j,.; | Mew MNotification Subscription [:
=1 =] Matificatio

|y

Managermg

A Recipi @, Add Management Group
—J' Subsc
i, Connecte
L0 Praduct C 2| Refresh Fe
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Step Action/Outcome Reference

4 | Fillin the following fields:

General

Subscription name: VMWare ESX Alerting

3 H & Help

Subscri ptlon User Role Fiter
Groups Provide a name and description for this subscription, and add the recipients.
Classes
et Cis Subscription name:

# F'.Ijlj o Wtd/are ESX Alerting 5ubscription
i i Alert Agi

Click and select the appropriate s
Formats Description:

user/s.

Mest »

Recients dpadd
S

| [Hews | cancel |/

4

5 | If you are working in a locked down environment
then I would suggest you

User Role Filter

General

@) Help

Tick Il vMware EsX Operators

groes D you wart 1o fter the groups and classes avallable for appraval?
Classes
Alert Crieria ¥ #ivalable roups and classes fitsred by user role
. Alert Aging
Click
Formats
< Brovious | [_Hew> | cancet |
4
6 T|Ck vaare Esx Servers I, Create Notification Subscription Wizard E
Groups
. MNest = General @ Hop
C||Ck User Role Filter
= Notify on slerts and slert updates fiom checked groups
Gioups
Classes B
Alert Crieria
Aot Aging ihlwiare EGX Servers
Formats
< Brovious | [_Hew> Cancel
4
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Step

Action/Outcome

Reference

Depending on your environment you may like to
select additional classes.

Click

Classes

General @ Help

User Rale Filter Molify on alerts and sleit updates fiom objects of appoved classes

Groups

(& All classes are automatically approved, including clases in Management Packs mparted in the futur

" Only classes expichly added to the Approved dlasses gid are approved

Alert Citeria
Approved classes X
Alert Aging
Class [ Pack
Formats

| |

=i

Class description:

Le L]

< Brovious | [_Hew> | cancet |
4
8 This step is specific to your requirements, if Create Notification Subscription Wizard
unsure leave the default and you can come back i
. Alert Criteria
and fine tune later.
General @ Help
User Role Filter
Biass Moty an lerts and alert updates that meet these criteria. Check &l noffies on all alerts.
Items checked within 3 list are OR'd together. The list are AND'd together,
C|ICk Classes
Aletts of any of checked saverity: AND any checked category
| ) Enmor | Petformance Callection
Alert Aging Warning | Operations
o Iformatien ] Evert Collection
W/ State Callection
! Software And Updates
AND any checked priority: o Alert
[ High ¥ gﬁ‘[s'“
= r:j‘”m vl Luvailability Health
! Peformance Health
! Configuration Health
/| Security Health
AND any checked dert resoluion state: |5 Diseouen
v New ! Motification
w Closed | Maintenance
< Brovious | [_Hew> | cancet |

]

If you want to be alerted repeatedly as the alert
gets older the you can change this setting.

Click

I Create Notification Subscription Wizard [x]

Alert Aging

General @ Help
User Role Filter
Alett aging notfication options:

Groups
Classes (% Do ot natify on alert aging
Al Cieria € Use aleit aging as & notfcation creris

Motify when an alert that meets all other subseription criteria
remaing in any alert resolution state checked on the Alert Criteria page

—

Formats

for longer than this period in minutes]

< Brovious | [_Hew> Cancel
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Step Action/Outcome Reference
10 | Depending on how you would like your alerts
(email, IM or SMS) to appear, you can change Formate
them here.
General @ Help
kel Corfigure the famats for netiications
- . Groups E-mail format:
Clle EInISh Classes & Use the default e-mail format
Alert Criteria " Use this custom e-mail format
Alert Aging Subject: | O
Message: il ﬂ
=l
IM format
9
Fe
Message B Il
Il
SMS format:
F
¥
Subject: | |
Encoding:
< Brevious | | [Ensh Cancel
v

Page 52 of 59




Monitoring VMWare ESX on SCOM 2007 v2.2

7 What the operators will see in SCOM

7.1 Example of the VMWare Management Pack Views

re B

= W are ESE Enviranment
LA| WM are E5% Alerts

=25 MW are ESH Servers

7.2 Example of the ‘VMWare ESX Environment’ View

VhMWare ESX Environment

—

YMWare =
ESX Serv..

[TTT]

“B=Q

10.81.0.114

7.3 Example of the ‘VMWare ESX Alerts’ View with Alert

VhiWare ESX Alerts (1

[ %Lookfor: ] Find Mow Clear "

I3 L. | Source @)' Mame | Resolution State | Created | Age r|
= Severity: Critical (17

VMiare 5 e 4/0 7 7:00:55 PM 1 Minuke

i |
@ vMware Esx SysLog 4.3 Alert Description el
Source: = | WhWare ESE Servers Alert Message: Server Administrator: Instrumenkation Service EventID: 1053
path: Temperakure sensor detected a warning value Sensor location: CPU 1 Chassis
o location: Main Swstem Chassis Previous skate was: OK (hormal) Temper ature
alert Rule: e WMWare ESX Syslog 4.3 sensor walue (in Degrees Celsius): 33,0 Hostname: 10,81,0.114 Priority
Created: 814/2007 7:00:56 PM Mame: dasmon,warning Severity: 4
Knowledge: EF view additional knowledge. ..
Resolution: Mo resolutions were found For this alert, Causes; Mo knowledge For causes was available For this alert,

Summary: Mo summary was available For this problem.
Related Links: Mo related links were found For this problen.
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7.4 Example of the ‘VMWare ESX Servers’ View

VhiWare ESX Servers (1)

\%Look for: | Find Mow Clear %
State @T-) Device MNarme Marne Device Description Device Location Device OID
| N 10.51.0.114 Lirs: (A . o4, 2147, - 1,3.6,1,4.1,8072,3.2,10

7.5 Example of the Health Explorer View for an ESX Server
#®. Health Explorer for 10.81.0.114

2| ' Properties @) Help
% Owerrides -

Health monitors for 10081.0114

- @ Entity Health - 10.81.0.114 [Entity]
= @ Aveailability - 10.81.0.114 [Entity]

@ Device Statusz Check - 10.81.0114 [SMMP Hetwark, Device)
(:} Whit'are ESH Dependancy Monitor - 10.87.0.174 [SHMP Metwork Device]
@ Whit'are ESH SHMP Alert Monitor - ES# Layer - 10.81.0.174 [SHRMP Hetwork Device]
@ Whitw'are ESH SHMP Alert Monitor - Hardware Layer - 10.81.0.114 [SHMP Network, De

C} Configuration - 10.81.0.114 [Entity]

C} Ferformance - 10.81.0.114 [Entity]

C} Security - 10.81.0.114 [Entity]

7.6 Example of the SNMP Tasks when you have selected an ESX

Server
L5 PUTTY

5 virtual Center 1,31
._a YMware Virtual Infrastructure Client 2,02

) WinSCP 4,03
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8 Creating Virtual Center Alerts in the Event Log

This chapter is a supplement and while I will not go in to much detail I will highlight the steps that
you can use to add Virtual Center Alerts in to the Event Log.

1. Create a vbs script and save it as VCtoEventviewer.vbs

All this script does is take 3 parameters, and creates a Warning event to the Application Event Log,
the parameters are:

1. Event id, number between 1 and 1000.

2. Event Title

3. Event Description

2. Copy the script to a folder on your Virtual Center Server. (C:\scripts\VCtoEventviewer.vbs)

3. You can pass parameters to the script from VirtualCenter, In this example I have chosen
{alarmName} {newStatus} and {eventDescription} as the most appropriate

4. There are other parameters that can be passed to the script, but the above seems to work
well. Other parameters:
{eventDescription}
{targetName}
{alarmName}
{triggeringSummary}
{declaringSummary?}
{oldStatus}
{newStatus}
{target}

To configure: In VirtualCenter select an Alert, i.e. ESX Host Connection Status; Select Actions, and
add an action of Run Script, and enter the following script command to run:

cscript c:\scripts\VCtoEventviewer.vbs 700 "{alarmName} {newStatus}"
"{eventDescription}"

This will then call the vbs script and log events in the event log, it seems to work for all alerts. The
only thing I suggest changing is the event ID for each alert.

5. Now you can create a Rule or Monitor in SCOM and capture the Eventlog of the Virtual Center
Server and alert as appropriate.
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9 Appendix A — SysLog Facility & Severity Reference

*_* referrers to Facility.Severity

If you specify 2.4 then you will be forwarding all alerts from kern with a warning or lower
alert eg: Warning, err, crit, alert and emerg.

* represents ALL.

Facility reference:

Facility SCOM Description
Representation

user 1 Generated by user processes. This is the default facility; messages
not fitting any of the other listed categories here are classified as
facility user.

kern 2 Generated by the system kernel

mail 3 Generated by the email system

daemon 4 Generated by system daemons, such as ftpd.

auth 5 Generated by authorisation programs login, su, getty.

Ipr 6 Generated by the printing system

news 7 Generated by Usenet News system

uccp 8 Generated by UUCP system

cron 9 Generated by cron and at

local0-7 Generated by up to eight locally defined categories numbered 0
through 7

mark Generated by syslog itself for time stamping logs

Severity reference:

Severity SCOM Description
Representation

emerg 0 The most severe messages that prevent continuation of operation,
such as immediate system shutdown.

alert 1 System conditions require immediate attention (for example corrupt
system database, insufficient disk space, run out of file descriptors,
etc)

crit 2 Most serious system/application malfunctioning, such as failing
hardware (hard device errors) or software. Usually non-recoverable.

err 3 Mostly correctable errors, for example errors other than hard device
errors. Continuation of the operation is possible. Usually all err
conditions are automatically recoverable.

warning 4 Warning messages

notice 5 Notices requiring attention at a later time. Non-error conditions that
might require special handling. Difference between warning is not
Clear.

info 6 Informational Messages

debug 7 Messages for debugging purposes

none 8 Messages are not sent from the indicated facility to the selected file.
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10 Appendix B — Common Enterprise MIB Numbers

Company Enterprise MIB String Enterprise ID
IBM 1.3.6.14.1. 2
Hewlett Packard 1.3.6.14.1. 11
DELL 1.3.6.1.4.1. 674
Linux 1.3.6.1.4.1. 2021
VMWare 1.3.6.1.4.1. 6876
Net-SNMP 1.3.6.1.4.1. 8072

Page 57 of 59



Monitoring VMWare ESX on SCOM 2007 v2.2

11 Appendix C — Expression Examples for Guidance

11.1 Example 1

This example refers to the exact error in the form of the OID. Note the first line ensures that you
have a base OID so that the rule doesn’t apply across the board to all SNMP Traps.

1% Expression

Parameter Name Operator Value
/Dataltem/SnmpVarBinds/SnmpVarBind[1]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200
/Dataltem/SnmpVarBinds/SnmpVarBind[6]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200.140.1.1.1.1
2" Expression

Parameter Name Operator Value
/Dataltem/SnmpVarBinds/SnmpVarBind[1]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200
/Dataltem/SnmpVarBinds/SnmpVarBind[6]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200.130.4.1.1.2

11.2 Example 2

This example shows that you can look for specific wording in an error, again you will need to use a

base OID to keep the Monitor specific.

1% Expression

Parameter Name Operator Value
/Dataltem/SnmpVarBinds/SnmpVarBind[1]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200
/Dataltem/SnmpVarBinds/SnmpVarBind[9]/Value Contains disk degraded
2" Expression

Parameter Name Operator Value
/Dataltem/SnmpVarBinds/SnmpVarBind[1]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200
/Dataltem/SnmpVarBinds/SnmpVarBind[9]/Value Contains disk Rebuild complete
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11.3 Example 3

This example shows how we can use a field dedicated to a current status to base the alert on. From
one of the many websites that have a list of all the MIB I found what the data for the
‘currentStatusEvent’ field was.

STORAGEMAHAGEMENT-MIB :: currentStatusEvent

Hame 5] currentStatusEvert

Oid 1.36.1.41674108931.20200.7

Path iso . org . dod . inkernet . private . enterprises . dell . storage . software | J
storageManagement | storageManagementEvent . currentStatusEvent J

Type DellStatus

Known-Values | other (13 ﬂ

Access :

Status

nonCritical (4)
critical {5)
nonRecoverable (/)

De=scription

1% Expression

Parameter Name Operator Value

/Dataltem/SnmpVarBinds/SnmpVarBind[1]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200

/Dataltem/SnmpVarBinds/SnmpVarBind[4]/Value Greater than or equals to 5

2" Expression

Parameter Name Operator Value
/Dataltem/SnmpVarBinds/SnmpVarBind[1]/Value Equals 1.3.6.1.4.1.674.10893.1.20.200
/Dataltem/SnmpVarBinds/SnmpVarBind[4]/Value Less than or equal to 4
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